opentext

SLAIALYZERISERGUIDE

9.1.0.11

Copyright 2@4-2025 Open Text

- ‘ ‘ il 1 t ‘ 1 T

-« 4R e . + o e .= 3. - , °o . . e s . - . I e

be set forth in the express warranty statements accompanying such products and services. Nothing herein should
be construed as constituting an additional warranty. Open Text shall not be liable for technical or editorial errors or

omissions contained herein. The information contained herein is subject to change without notice.



Table of Contents

(DTS 1 0] 11 o PP PR PP PPPPPPPRPTP 19
YU o] o o) (=To I = F= U {0 1 PP 19
o (=T (= To WIS (=P 19
INSTAITATION. ...ttt et e e st e st e e s e e e e 21
DOWNIOAA MEBNAGET.......ceeeiieeeiitt ettt e e e e s e e e e e e e e e e s e e b e e e e e e e aannnneeeeeas 21
MaNUAI INSTAIALION. ........eeeeiiiei e e e s e e r e e e e s s e eeee s 21
UNINSTAIING SLANGIYZEL.......oeiieiiie et e e e e e e e e s nnneeeeas 23
U 1101 o = L (= T 24
0T I 1 L= I o= SRR UPRPRRR 25
CommMaAN LiNE PAIAMELEIS........cuiiiiiiiiii ettt e s e e e e e e e s sneee e 26
Support for compresSsed fileS (ZLIR).......o.uiiiiieeeiiei e 27
SUPPOIt TOr [arge 10g filES.....coeeeeee e e e e e e e e e e 28
SUPPOIt TOr OPEN 10G FIIES. ... e e e e e e e e e s annes 31
FHIE IMIBINUL. ..kttt et e e e bt e e e b et e e et e e e e e bn e e e e e 32
L o= o PP 33
LOQ FIlE FEAIUIES....ceii ettt e e e e e e e s e e e e e e s anbb e e e e e e e e anes 33

(070] 0] ¢ 1 o] o F T PSP PPPPPPPI 33
COlUMN MOVE/REIUEN ...ttt e e e e e e e e e e e eaeeeas 34
(070111101 1S T o] s AU P TP PP PP OPPPPRPPPPPN 35

L0 0] 101 1T 01 £ TP 36
Context Menu for XML and JSON WINQWS...........eeeiiiiiieiiiiieeiiee e 38

LO70] o)V PP PTTRPRTPPPPI 38

L] o TP PPT S PPPPPI 39

EXPANG AllL...ceee e e e 40
(0] 1= o 1= A | U 40

RV AL I = OO P PP RRPT PP 41

Context Menu for reportS/l0gs WINGOW .........oiiiiiie ettt e e e e e e e e e e e e e e e aeaaaeeeas 42

LO70] o)V PP PP OPRTPPPPI 42

N e ettt e et a et e e e aaaaaaaaaaaaan 45
Jumping t0 & SPECITIC ENIIY/IINE. ... a7

] 10 TP PPPPPPPRRPRRP A8



1 0] £ TP PP UP PP PPPPPPN 50
SEIECHNG A T i e e e 51
ACHVALING 8 FIIEL.......eeeeeeeeeee e e e e 52
Creating @ ITBEL......eie e 53
Manually entering @ filter. ... e e e e 56
RESEttiNG the filter......vveeeeeeeeeeee e 58

Supported [0g/rePort file tYPES. ... e a e —— 59
Opening @ SLANAIYZET TEPQLL.........uveiiieeeiiiiiiiiee et e e e e e s eeee s 59
Opening a Novell Client credential provider.log..........cccccooviiiiieiiiiiieeeeeeeee 59
Opening a Novell SecretStore client debug.log.........cccvviiiiiiiiiie e 60
Opening a SecureLogin DEBUQJ.LOG . .......uuuiiiiiiiiiiiieiiie e 60
Opening a Client Login Extension Emergency Access Dehug.Lag.........ccccvvvvvvvevvenneen. 61
Opening a Desktop Automation Services debug.log.......cccvcvvveviieiiiiiiiiiiiiiiee e, 61
Opening an NDS tracCe fIl.........oou oo 62
Opening a SSPR SUPPOrt BUMAIE...........uviiiiiiiiieee e 62
Opening a AAF Database.........coooii oo a e e e 65
Opening a AAF DEDUG LOG. .. .uuviiiiiiiiiiieeeeeeee e 65
Opening a text file with the Generic 10g reader..........cccccovvviieie 66
Opening a Comm&eparated Values (CSV) file. ... 67
Opening a JSON formatted file (JSQON).........ooeiiiiiii e 68
Opening an XML formatted file (XML).......ccuuiiiiiiiiiieeeee e 68
Opening a HyperText Markup formatted file (HTM/HTML/URL)..........ccccovvivivvviieniennee. 69
Opening a ZEN MESSAQE.I0G .. .uuuuiiiiieiiiiieeieeeeee e 69
Opening @ HAR 10g filB.......cco oo e e 70

Y= A= TSRS 76
L [0 1= = Z7
XLttt b —————————————ttr ittt taat et a et aaaaaaaaaaaaaaaaaaaaas 78
N g =117 = T, = o 1 PP 79
Configuration REPOIT WINUOM . .....coiiiiiiiiieeeeee ettt e e e e e e e e e e eaaaaaaaaaaeens 80
Saving report INFOMMALION. ..........oii it e e e e e e e e e e e e e e e aaaaaaaaeeeeeas 81

Saving report as Report FOrMat (¥.EXE).......uuuuueeieiiiieiieiieee e 82



Saving report as XML Format (*.Xml)......cooveriiiiiiiiiiie e 82

XML report fOrMatting..........cooeeiii e e e e e e e e e e e e e e aaaaaaaaeas 83
AVAIADIE REPOIS. ...ttt e e e e e e e s e e e e e e e e e e e e eeas 85
AL ettt et e e e e e e e aeeeeee e et e aaeaeaaaa e ana_a—_nntttn ittt teettetaneterteaa et aaataaaaaaaaaaees 85
YO0 0 T TV PP PO PP OPP PP 86
ARP TADIE. ... e 87

My Computer/Available RESOUICES...........uuiiiiiiiiiiiiiiereeir et 87

My Computer/DebUQ LOGUING . ...ueriiiiiiiiiieiiee e e e e e e e e eeeeeed 38

My CompPULEI/DNS TaBIE.........eiiiiiie e a e 89

My COmMPULET/INTEINET BIOWSEIS. ....ciiiiiiiiiiieieeee ettt e et e e e e s e e e e e e s e e e e e e annnes 89

My Computer/IP CONFIQUIALION.........coiiiiiiiiie ettt e e e e e 90

My CompuULEI/GIOUP POCY....cccviiiiiiiieiiee e e e e e e e 90

My Computer/TCP PO tADIE.......eeeeeeeeeeiieeee e 91

MY COMPULET/REGISTIY. ettt e e e e e r e e e e e et r e e e e e s annnreeaeeas 91

My Computer/ROULING TADIE. ... 92

My Computer/WIiNdOWS EVENT LOGS........uuuiiiiieiiiiiiieieie e et e st e e e e e 92

F Y N PP PPPPPPPPTPTRR 93
B PP PPOUPPPPPPPRTPPN 94

L I PP TP PPPPPUPPPPPTRPRTR 95
D TSP PPPTRUPPTPTRRPRPPPIR 97
N[0T | @4 1= o ) AP PP PP PUPPPPPPPPRPPP 98

Y =To (=] 8] (o] (= PP P PP PP PP P PP PPPRPN 99
Y= ToI [ (=] oo o OO SPPPP 100
Optional SECUIELOGIN FEPOILS......uuuiiiiiiiiiiiieiieeeeee et e e e e e e e e e e e e e e e e e e s s e as e e b e rreereeeeees 101
INSTAITALION. ... e e e 101

I = 10 ] od I PSP PP PPPPPPPPPPN 101

S 1 Fo L O T (o PP P PPPP R PPPPPPP 102

TOOIS MEBINUL ...t e ettt e e e e ettt e e e e e e bbbt e e e e e e bbb e e e e e e e aannnnaeeeee s 103
(DT 010 o o | T @] o)1 0] o L= 105
7] o]0 T J=ToT o =SSR 105
User level debUQgQING.......ccoooiiriiiiie e e 106

Machine level debUGING..........uueii e 107



Debug WINdOW COMPONENTS........ccoiiiiiiiii e e e e e e e e e e e e e e e aaaaaeaaaaeeaaaeaaeaas 108

Change DUION. ......eeieeeeeec e e e e e e e e e e 108
RESEE DULLON ... e e e e e e e e e e s annrnn e e e e e e ane 108
[D7=] o8 ol oo I == 11 o TP PP PP PPPPPPPPPR 109
SecureLogin Debug module ROX.........cuuiiiiiiii 110
Additional Debugging OPLIONS..........ccoiii i e e e e e e e aaa e 111
LDAP AU ...ttt et a e a e e e s 111
VIrtU@l CRANNEL......ooiii e 111
NOVEI CHENL ... e e e e e e e e e e e e s e e e e e e e nnnnees 111
EMEIGENCY ACCESS ... uuiiitiiiiiiiettiei et e et ettt e et e e e e e e e e e e asaaeaeaasaasassaa s s s ennnennrenrenrennnes 111

Y CTol (=] A0 (o] (PP T TP 111

[ 1 SO PP PUUPPPPPRPPPTPIN 111

[N TP TP PUPPPPPPPPTPPTIN 111

F N TP RPPPPR 112
SECUIMEWOIKSTALIONL. ....ceiiiiiiiiei et e e e e e e e e e 112
O o (o) PP 112

Client LOGIN EXIENSION.......ccoi it e e e e e e e e e e e e e aaaaaaaaaaaaeas 112

F Y o] o] YA o1V 1o o PP 113
Rename existing 10gs cheCkQX..........uuuiiiiiiiiiiiiiiiice 113
DEDUG CONSOIE. ...ttt e et e e e e e e e e e e e et e e e e e ea e s 114
Filtering debug data..........coooiiiiiiiii e 114

FHlE BIOWSET ...ttt et e e e e ettt e e e e e e b e et e e e e e e e e e e e e e nnnne s 115
ViIEW REGISITY KBYS. .. .o e e e e e e e e e e e e e e e e e e e e e e eeeeeseaaseesaasesannnannnes 116
REQIStrY KEY ELALL.........uuuiiiiiiiiiiiiiiieeee e 116
Registry KEYS DY PrOGUCL.......uviiiiiiiiiiiiieeeeeeee e e e ee e e 117
Registry Key by Product DetailS...........ocuiiiiiiiiiiiiieee e 117
T SRR 118
Select itemM FOrWArd/BACK..........couiiiiiiiiiiie et e e 118
L] (o 18] oI =0 {03 VPSR ESR 119
Generate HTIML REPOIL.. ... ittt e e e e et e et e b e e e e e e e e eeeeeenneas 120
GENEIALE REPOIL. ..ttt e e e e et ettt bbb r e e e e e e e e e e enbbbb e e e e e e e e e 121

FOICE UPUALE. ....eeeiiiiiiiiie ettt et e e e e e s bbbt et e e e s e abb bt e e e e e e annbbeeeeeeeeaane 122



Common ApPlianNCe FraMEWOIK .........uuveiieiiiiiiieiceee et 123

Reset Appliance CertifiCate..... .. 123
Get RegiStration/ZyPPEr LOGS.........uuveeiieeeiiiiieeee e e ettt e s e e s r e e e e e s snnrnneeeeeenns 123
Generate SUPPOIt CONTIG....cciiiiiiiiie e e e e e e e 123
UPAALE APPIIBINCE. ...ttt e e e e e e e e e e e e e e e e e e 124
Verify Channel CONNECHIVILY...........cooii i e e e e e e e e e e e e e e e e e e 125
T 1] (=1 {0 o PR 126
(O 1Yol Q=T o 1Y 1 =1 1o ) 126
Clear REQISIIALION........iiiiiiie ettt e e e e e e e e e e e e e nr e e e e e e e e annneeeeeas 127
NEW REGISITALION. ....ceeiiiiiiiiiii ettt e e e e e e e e r e e e e e s s e e e e e e s e annnneeeeas 127
Get ZyPPEr INFOIMEALION. ... e e e e eas 128
(OF T o] (V[T 0= (o 1 = 1o = PP 129
Check Docker CONtAINET STALUS..........oiiuuriieiiiiieeiiiie et e s s 131
(€121 Do To (=] gl o o PP EPP R PPPPPPPPPP 132
Self SErviCe PasSWOIT RESEL.......cuiiiiiiiiiiii e s e e e 133
T o o S IO 7= o SO 134
REST Client WINAOW COMPONELILS.........uuuuiiiiiiiiiiieeiiieeeereeeeeeeseeeeaeeeeaaeeeaessessssssssassssnnsnnes 134
REST URL ..ottt e e e e e e e e e e ee bbb e e e e eaeaaenees 135
Authentication CredentialS..............cueiiiiiiiei e 135
REST Call SEIECHON DOX.......uiiiiiieiiiiiitie et e e e e 135
Parameters DULIOM.........ooiiiiiiiiee et e e e e s e e e e e nneees 136
REST AP DESCIIPHIQI....cceiiiitiieiieee ettt e ettt e e e e e e e e e e s s e e e eeeans 136
REQUESE WINUOW.....coiiiiiiiiiiiee e e e e e e e e e e e e e e e e e e e aaeaaaaeeas 136
[T o] YA/ g To [0 1 OSSP 136
EXECULE DULTOML. ... e 136
LINKS DULIOM.......eeeeeeee ettt e et e e e e e e a e e e e e nnnee s 137

EXIT DULION ...t e e e e et e e e e e s e e e s 137
PrOfIle datA.......eeeiiiiiiiee e 137
REST CallS....eeeeeieeeeeeeeeeee ettt e e e e e e e e e e e e e aaaaeas 138
FOrgotten PaSSWOIM.... ...ttt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aa e s e nnnnnennees 138

Get Challenge QUESTIONS. . ...t e e e e e e e e e et e e e e eeeeeeeannenns 157

POSt ChalleNge ANSWELS......coiiiiiiiiiiiie ettt s e et e e e eee s 159



POSt VEIfY RESPONSES. .. ..o e e e e e e e e e e e e e e e e e e e e e e e e s s e e s aaa e e e eannes 163

Delete ChalleNQge ANSWELS .......ccicc ittt e e e e e e e aeaaaaaaaaeaaaaaaaeesaeaasaanaaaanas 166
POSt CheCK PasSSWOLA..........oeeiiiiiiiieiiee et e e e e 168
GeE HEAIN. ... 170
GE PO 173
POSEPIOFIIE. ... e 175
ParametersS.......coo oo 175
Get RANAOM PASSWOLA. .........ciiiiiiiiiiiiie it e s 178
POSt RANAOM PASSWOID.........eeiiiiiiiiiiiii et s e e e e e e e e e aannes 180
POSE SEE PASSWOI......eeeiiiiiiiiiii et e e e s e a s e e e e e e ans 182
G STALISTICS. ......eeveeeee e e sttt ettt e e e e e e e e e s et r e e e e e e e e e e e e e e e e 185
BT STATUS ...t 187
Lo YT 11V @ I SO 189
Gt PASSWOIT POJICY.......ueieiiiieeiiiiiii ettt e e e e e e e s eeeeas 196
UNIOCK ACCOUNL ...ttt e et e e e e e e e e e e e e e b r e e e e e e eanes 197
3] O T 1o QI 1< 198
OPEN WIN: et a e e e 198
SSPR RIS VAlIALOK......ceiiiiiiiiiiiiiieeeee e e e e e e e e e e 199
VAV T g To (oL YA oo 0] o Lo] 1 [=] ] £ 200
Data taDIE:...... e a s 200
(=T oo T Y/ 0o [0 PP PP OPPPPPPPP 201
AD and eDirectory Data table MenUL..........c.oviiiiiiii e 202
LDAP and LDAPS Data table MENLE.........ccoiiiiiiiiieie et 202
Data table MENU IEEMIS ... ..ot e e anne e 202
Read single attribute ValUe............ueeiiiiiiiiiiiiiec e 204
Read all attribULe VAIUBS .......cooiiiieiiie e 205
Write single attribDute VAlUE:...........eiiiieii e 206
WIEE All @EIIDULES ...t e e e e eeeeeas 208
Clear SiNgle attriDULE....... ... e 209
Get EffeCtive RigNTIS: .. ..o e e e e e e e e e e e e 210
SSL CONNECHION FAIULE ....coiiiiiiieie et 211



Change UsSer PasSSWOLA: ........uuuuiiiiiiiiiieiieee et e e e e e e e e e 214

RESEE PASSWOIG: ...ttt 215

AD ValidatoKusing MiICroSoft CIENT).........coiiiiiiiiiee e 216
eDirectory ValidatofUsing NOVEII/OES CHENL)...........cccviiiiiieiiiiieeeee e 217
LDAP/LDAPS ValIdALON.......cci ittt ettt e e e e e e e e e e e e e e e e e e e e e e e s s e aassaasaaannnnnnnnne 218
(070101110 F= 1 [0 KT PP P PP PPP TP 219
(T Y o] IV =T =1 o o 1 219
Clear LOCal RESPONSES.......cciie it e e e et e e e e e e e e e aaaaaaaaaaaeaeaens 219
LOCK CONFIQUIALION. .....eiiieiiiiiee ettt e e e e e e s s e e e e e e e e nnneees 219
UNIOCK CONFIQUIATION. ...ttt e e e e e e e e e e e s eeeeas 220
Set Configuration PAaSSWAIM. ..........coeiiiiiiiiiiee et e e e e s e e e e 220
(Do (S @] a1 ile U] =11 0] o TP PPPPRRP 221
AdVaNCed AULNENTICATION. .......ciiiiiiiie it e e 222
L S 3 I 1= | S 223
AAF REST Client WiNndOW COMPONEIILS. ........uvviiiieeeisiiitirieeeesssitiseee e e s s ssisnnne e e e s s aninneeeeens 223
REST URL ..ttt ettt ettt s e e e e e e e e e e e e bbb b s e e e eeaaaaeanes 225
LIS 1= 0L PP 225
Authentication CredentialS..............cueiiiiiiiieii e 225
REST Call SEIECHON DOX.....cciiiiiiiiiiiie et 225
Parameters DULIOM.........ooiiiiiiieee et e e e e e e e nneees 227
Enable Profiling CheCKDQX ..........ooiiiiiiiie e 227
AdvanCed ChECKDOX ........ooiiiiiiii e 228
REQUESE WINUOW.....coiiiiiiiiiiiee e e e e e e e e e e e e e e e e e e e aaeaaaaeeas 228

LR o] YA/ g To [0 1 OO 228
EXECULE DULTOML. ... e 228
LINKS DULIOM.......eeeeeee et e e e e e s a e e e e e nnneees 229

EXIT DULION ...t e e e e et e e e e e s e e e s 230
SHALUS MBSO, ..o eie et e ettt et e e e e e e e e e e e e e e e e e e e e e e e e a e 230
PrOfile data.......ceeeeeiie s 230
Packet Data WINGOWL. ......cooiiiiiiieee et e e e e e e 231
VIBW LI ettt e e et e e e e e e e e e e e e e e s 232



Check Debug LOGQQINGg STALE........cccccuuriiiiiiiiiiiiiiriiere e s e e e e e eaaae e e e e e e e e e e e s e e e s s e s see e 234
ChECK REPO SEALIS. ... ..iiieiiieeiiiti et e e e e s r e e e e e s annnneeeeas 234
Generate SUPPOIt BUNGIE:.........cooiiiiieee e 235
[0 o0 o RO 239
[0 To o] 8 I ] SRR 243
ENTOIL .. 245
DT = L Y= T (S PP 259
SEIVEE STALUS. ...ceiiiiiiiiiiee e e e e e e e e e e e e e e an 261
LOOKUPD USEI.....eeeie ettt e e e e et e e e e e st e e e e e e e e e e e e e e e nnnnees 262
LIST OF USEIS..c ittt e e e et e e e e e r e e e e e e b e e e e e e e annees 263
Test Device Manager PRI . ... 266
Build enrolled methods database.............coiviiiiiiiiiiiiie e 274
ManNage OTP TOKEIIS ....ccciiiiiiieiee e e e e e e e e e 277
Show Shared Template INFO...........ooiiiiiie e 280
Register Method fOr USET........coiiiiiiiiiiice e 281
Show Override Auto ENrolIMENL..........oooiiiiiiiiiiie e 283
Manage RadiUS ClENIS........uuiiiiiiiiiiieiieieeeee e eeeees 284
ATVANCEA ...ttt e et e e h et e e et e e et e e e e e e 287
ASSIGN USETI TEMPIATE.....eeeeiieiiiiiii e e e e e e e eeas 289
ChECK REPO SEATLIS. ... ..eiiiiiieeiiiiiti et e e e e e e et r e e e e e e annnneee s 291
Create ENAPOINT SESSIOM......cciiiiiiiiiiiiee it e s 292
CrEALE EVENL......eeeeeeeeeeeeeeee e 293
Create OTP TOKEN. ... ittt e e r e s e e e annee e 294
Create User Template with enroll data.............eevveeviiiiieiiiiiiii 295
Create User Template without enroll data.............cooooviiiiiieiiiiiiiie e 295
Delete All Records of OSLOGON DALA.........ccceiiiiiiiiiireeeiiiiiiiee et 295
(D] [ (S Y= o | PP PP PP PRPPTPON 296
Delete LOGIN SESSION.......uuiuiiiiiiiiiiieiei et ee ettt et e e e e e e e et eeeeeeeeeees 297
Delete OTP TOKEI......uiiiiiieiieieee ettt e e e e e s e e e e e e nns 298
Delete Password RECOId ONlY.......uciiii it e e e e s 299

(DI (<) (S0 LY GO T T TP 300



Delete USer TEMPIALEE......eiiiieiiieiiee e e e e e e e e eee s 301

1S 10 ) VA = o o | PP 301
DeStroy ENCPOINT SESSIONL.....ciiiiiiiiiiiiiieeeee ettt e et e e s e e e e e e e e e annrenees 303
DESIIOY ENTOUL...iieeeee e e e e e e e e e ane 304
DESIIOY LOGON PrOCESS. ... uutiiiiiiiiiiiiieiiieeiee et e et e e e e e e e e e e e e s sas s e e eeeeees 305
DO ENFOLL.....eeeeee e 306
[ Lo 0 1o o o o P 307
DO MEthOA CalL.......ooiiiiiiiiiiie e 313
[ T o] | PP PP PPPPPPRPPPPPP 315
ENFOI NEW TOTR.....ceeeeiieee et e e e e e e e s e e e e e e e e anes 316
ENFOI OTP TOKEINL....ciiiiieeee et e e e 317
Generate COOKIE VAIUB.........ccouiiiiiiiiei et 318
Generate TICKEE VAIUE........coociiiiiiiiie e 319
Get AUthentiCation ChaiNS.........cooi i 320
Get ENdpoint SESSION INTQ.......ouiiiiiiiiiiiiiiie e 323
Get EVENt DY EVENT LD........oiiiiiiiiiie et a e 324
Get FUIl SEIVEI STALUS.......eiiiiiiiii ittt 327
GE OTP TOKEIN......iiiiee ettt e et e e e 328
Get OTP Tokens With Pagination............cueeviiiiiiiiieiiiie e 329
Gt SEIVEI SEALUS.....ciiiiiieeee et e e e e e e e e e e e e e e e e e e e e e e aeaas 330
Gt USEI TEMPIALE. ... ettt e e s s e e e e e 331
LIST OF EVEINTS ....eeeieieiiiiitt ittt e e e et e e e e e sn et e e e e e eeeaeeas 333
LISE OF USEIS.... ettt e et e annnes 334
Load Chain IMaAgE..........oooiii i e e e e e e e e e e e e e e e e e e e e e e s e e s s s e s ae e e s e ennnnsannes 335
10 T T o 336
LOQON DY BASIC AULN.......eeiiiiei e 338
LOGON DOMAINS LOOKUR.......uuieiiiieiiiiiiiiteee ettt s st e e s e e e e e s st e e e e e e e annnes 339
(I oTo o] 0 I AN AP T TP PPRRPPPPRPPPIN 340
LOOKUD USEL.....eiiiieiiiii ittt e e e e e e e e e e e e e e e aeaaaaeeeens 341
Y oTo 11V U 1T gl D | = P 342
Read All Custom Messages fOr Cate@gOLY......u.uiiiiieeeerreeeeeeiiiies e e e e e e e e e eeeeeeriae e e e e e e eeeeees 343

Read All Records of OSLOGON DALA..........coiiiuiiiiiieeeiiiiiiiee et 344



Read All SUPPOrted MEtNOUS..........uuuiiiiiiiiiiiiiiee e 345

Read Available Chains............ccoiiiiiiii e 346
Yoo 0= 1 (=To (o] £ =T PP PPUPPPRPPP 347
Read Custom Messages for Category and.KeY.........coouiiiiiiiieiiiiiiiiiiiee e 348
Read Effective POlICIES Of USEI..........uuiiiiiiiiiieiie et 349
Read Effective Policies of ENAPQINL............oooiiiiiiiiiiiicrrree e 355
Read ENdpoint INfO........coooiii e e e e e e e e e e e e e e 361
Read Info about Component of Endpoint POlICY.............coooiiiiiiiiicievvee e 364
Read Info About Component of USEr POLCY..........cuiuiiiiiiiiiiieieeiiiiieeeeee e 366
Read Login Session INFOrMEatioN..........oouuiiiiiieei e 368
Register Logon Domains for the Current TEeMaNt...........cvvvreeieiiiiiiiiiieeeee e 369
Register NeW ENAPOINL.......coooviiiiiiiiiiiiiieec e e e e e e 370
PACKET DALAL......eeeeeiiiee ettt 375
Remove Already Enrolled TOTP Template...........ccoooiiiiiiieeeiiiiiiieee e 376
REVOKE OTP TOKEIL....ciiiiiiiieeie ettt e e et e e e e e e e e e e nnnees 377
Search fOr ENAPOINT..........uuiiiiie et a e 378
Update ENdPoint INfO........ooooiiii e e e e e e e e e 379
000 F= LE= I A= o) SO 381
Update User TEMPIALE. .......uuuiiiiiiiiiiieeieee et ae e eeeeees 382
Verify COOKIE VAIUR.........oiiiiiiiiii e a e 383
EXAMPIES..... e e e raa s 384
CrEALE SESSION. ...ttt e ettt e et e e e e e s e et e e e e e s e e e e e e e e e eeaeeaas 385
Gt SESSION TNt 387
GEE SEIVEI STALUS......ciiiiiiiiiee e a e e e e e e e e e e e e e e e 387
Get FUIl SEIVEI STALUS.......eiiiiiiiii ettt 388
DEIETE SESSION ... . iiieiiie ettt e e et e e e e a e e e anees 388
Get AULhentiCation ChaiNS..........ooiiiiiiii e 389
[0 To o ] o TP PPPPPTR 391
Read Login Session INfOrMation.............ee i 392
Delete Login SeSSIioN INFOrMALION...........uuuuiiiieiiiiiiieeeei e 392
REAU USEI DALAL.........eveieieie et e et e e e e e r e e e e e e annrn e e e e e naaas 393

MOAITY USEE DATA......oeeieeeiiee ettt e e e e s e e e e e s s eeeaeeas 393



ENTOIL .. 394
Delete ENTOIL..... .o 394
Gt USEI TEMPIALE. ....eeeiieeeiiiie et e e e s s e e e e e 394
Create User TEMPIATE. ........oeieiiiiiiiee e e e e e 395
ASSION USEr TEMPIALE. ... r e e e e e e e e e e e e e e e e e s e e e s e e e s e e e aeaans 395
000 F= LS U T g =T 0] o] F= L (= 395
Delete USer TEMPIALE.........ccoii it e e e e e e e e e e e e e e e e e e e s e e e e s e e s s e aa e e enanes 395
RISK SEIVICES. ...ttt e ettt e e e e e e e e e e e s e e e e e e e anbrrneeeeeeaann 397
REMOTE AGMIN.....eiiiiieeie et s e e e e s e e et e e e e e n s b e e e e e e s snnbnneeeeeeaann 401
[0 [ O 0 = 1 0 L PP EPPP TP PPPPRII 402
[0 1 =1 g [ 0T T ] PP PPPPPPPRRRRRRY 403
EQIE EVENTS. ...t 404
EIt USEI ROIES......oiiiiiitiii ittt e e e e e e e s e r e e e e e e e aae 405
Manage eXterNal URLS..........oouiiiiiiiie ittt e e e e e e 406
USEr lICENSE CONSUMPTION......eetiieeiiiitiiieeeeeseiii et e e e e st e e e e e s st r e e e e e s s s b e e e e e e ennnreees 407
VIEW €NTOIMENT DALA. ... 408
S = PN 409

BY MELhOG.......cco it e e s e e e e e e e e e e e e e e 410

BY REPIO0. ..ot e 411
VIEBW lICENSE TALA. ... .eeeiiieeiiiiitie ettt e e e e e e e e e e e e e e e e nnnnees 412
Initialize default @VENT/CNAINS ... 413
Initialize default eNdPOoINtS.......ccvvviiiiiiiiii e AL
Repair Cached GIOUPS.........coooiiiiiiiiiit e e e e e e e e e e e e e e e e e e e e e e e e e e e e e s se s s e s esaannanned 415
Cleanup old BIUEtOOth MEthOd............coo i 417
Reset Server to FaCtory DefaULLS...........ooiii it 418
(o Tor= 11 = TP UPPP PRI 419
Get CertifiCate INTO.......eeiii e e e e 420
Recreate CertifiCates. ........ooocuriiiiiiiiiieece e A2 1
GIODAI IMBSTEL.. ...t et e e e e e 422
MEBIMDEE SEIVEIS. ...ttt e e e e e e e e e e e s e s e e e e e naanes 424

Y A ST GRS = LU (o3 ST OTPTPRRPRR” ¥24 51



LT Rl [T 111 o TR 426

G PASSWOIT.......oiiiiiiiiieiiiiit ettt snne e e nnneeesnnnn A28
T=T Lo o PP PP PP PPPRP 429
BY AA MAPPING. ..+t eteeeieiitee ettt e e e e e e e e e e as 430

BY INAEX et e e e e e 433
CUSTOM JSOMN. ...t a e 435
Recreate SearChGUAId CEeILS...........oiiiiiiiiiiiiiie e 437
Relnitialize EIaStiCSEAICI..........c.viiiiiii e 438
Delete Container and Data.............ccouiiuiiiiiiieiiiiiiiie e e e e 439
INTEAIIZE. ... e e e e s s e e e e e 440
HTTPS CertifiCate OPtIQS ... .cuieiiiiiiiiiieeeeeitie e e et e e st e e e e e e s e e e e e s anrneeeeaeeans 441
Display Current CertifiCale...........cooie oo er e e e e e e e e ea s 442
Reset CUITENt CeItIfICALE ... ..ciitiiie ittt e e 443
GaALNEN SEIVET STALS. ....cii it e e s e e e e e e e e e e s s nrnereeeeeans 444
MONITOr Server PEIfOIMENCE. .........oviiiiiiiiiii et e s e e e e ennees 445
FING POSIGIES USEI...coiiiiiiiiiiie ettt ettt e e et e e e et e e e e e e e e e e e e e 446
Add ROOt CA CeITIfICALE. ... ueiiiiiiiii ettt e e e e 447
REPIAcE OSP CertifiCAtBS ... .ottt e e e e e e e e e e e e e e e e e e s e e annaaaeed 448
Reset Local AdMin PWA............oiiiiiiiiiiiiie e snnee e snnee e AD L
(O 1] e I © 1 11 2 452
Create OAUINZ EVENL.........o e e e 453
ENable OAULN SEIVICES......ccoiiiiieieie et 457
SLANalyzer OAUh2 SELHNGS......uuviiiiieiiiiiieeeeeee e eeeeene. 4D8
Navigating the SLAnalyzer OAuth2 Logon Test.Rage...........cccceeiieiiiii i, 460
Logon and obtaining an acCess tOKEIL. ..o 463
Obtaining attribute data............cccuveviiiiiiii e AB4
Refreshing the aCCeSS tOKEN...........uiiiiiie e 465
Logon through Resource Owner Password Credentials Grant..............cccccvvvvvvvvnnnnnne. 467
Redirecting to an external F@SOUICE ......c.oiiiiiiiiiii e 468

LTI 01T o1 [0 I @] o] o Y 469
Gt SAML MELAGALA. ... .ueeiiieiiiiit e e e e e e e e e e s e e e e e e 470

AAULN CONNEBCTIVITY. ...ttt e e e s e e e e e e e bbb e e e e e e e s asbbereeeeeeaanne 471



(O 1Yol Qoo T T T=Tod 111, Y 472

MANAGE HOSES ...t e e e e e e e e e e e e e e aaeaesd A73
Y= 1= I TP 474
L0 S VPRSP PP PPTR R SSSRPPPY 474
GALNEE CBA STALS......eeiiiiiiiiite ittt e e s et e e e e e r e e e e s s r e e e e e e e e nnnnneeeeas 474
STAN CBA .. 474
SEOP B A ittt e e a e 474
1T o1 T IS =Y 1] o USSR UPUPPURRR 474
€Ty [ 1 =1 o o PP PP PP PPPPPPPRPPPPY A75
LTyl DT o 18 o [ 0T [ T PO P PP OPPPPPPPPPT 475

F AU | PP PP PP ¥ 4 o
Prerequisiteg; Creating a service prinCipal............ccccccciiiiii e ccccvevvenvvvveveeeeene AT T
Prerequisiteg Granting access to a service principal for Azure access.........cccvvvvveveeeeee..... 480
Prerequisites; Granting access to a service principal for Azure AD aCCEeSS........ccccveeernnnnes 483
PacKet Dat@ WINGOW. .......coiiiiiiiiie ettt e e e e e e e e e e e e asbn e e e e e e e annnnneeeeas 490
GAINING BCCESS 10 AZULE.......uiiiiiieiieiie et e e e e ettt e e e e st e e e e e e e s b e e e e e s s anbbe e e e eeeesasnnnnnneeees 491
F AU (=3 Y N I T 11 PP 492
AzUre OAULN2 ClIENT LOGIN.....uuiiiiiiiiiiiiiieeieeeeee et reee e 494
SECUIELOGIN AE LOGHN. . .uttiiiiiiiieiie ettt e e e b e saeeeeeeeesd 496
AZUIE AD FUNCHIONS. ..ottt e e e e et e et e aaaaaeaaaeaaaeasaaessaassaaaaaasnssnssnnessnnnrennnns 498
Get AD APPIICALION INTO..... i e e e es 499
AZUIE TUNCTIONS. ...ttt e e e e et e e e e e b et e e e s e e snsbb e e e e e e e e annnnneeeeeas 502
Gt SUDSCIIPLIONS.....cciiiiie e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaaaaaans 503
GEE RESOUICES.......uutitiiirieeiee ettt e e e et e e et st e e s e e e e e e e e e e e e e eeeeeeeeeas S04
Get KUDEIMETES INTO........eiiiiiiiii e 506
Get Kubernetes NamME SPACE.........uuiiii ittt ee e 508
Get KUDEIMETES POUS.......coiiiiieiiie et e e 509
Gt KUDEBINETES LOGS. ... tttiiieeiiiiiieiie et e ettt e et e e e e r e e e e e e e nbbaneeeeeeeas 510
INitalize fOr KUDBIMETES..... ..o 511
KUBECH tEIMINGAL......eeeeee e e e e e e e e e 512
Kubernetes NOde EXPIOEL.... ..ottt e e e e e e e e e e e 515

(@010} FS 1 0= |1 (PP 517



R AT 4 1] 0 U 517

DELAIIS VIEW. ...ttt 518
SMAII TCONS VIBW......eeie ettt ettt e e e e e e e e e e e e e e annrnn e e e e e e anes 518

LEST VIBW. ..ttt e e e e et e e e e s e e et e e e e e e e e nne s 519

Tile VIEW (AEFAUIT VIBWI)......ciiiiiiiiiiie et 519
Node/Container/Directory fUNCHIONS.......ccccciiiiiireee e e e e 520
FIlE FUNCHIONS. ... e e e e e e e 521
(G B [T PP PP PPPPPPRPN 522
1= 0T I | PP PP RPPRPPPPPPPPRPPN 522
SENA & COMMEANG.....ciiiiiiiiii et e e s e s r e e e e e e s b e e e e e e e e s enbbrneeeeeeaanes 522
Send REST Gt REOQUEST........uuiiiiiiiiiiiiiii et e s r e e eas 522
Viewing Kubernetes Name Space NQUES............oooiiiiiiiiciiiiiie e 523
Nodes found in akeommand NAME SPACE..........ccceeeiiiiiiiiiieee e e e 524
Nodes found in KUBSYStEM NAME SPACE.........uuiiiiiiiiiiiiiie e 525
Product AKS NOde (OGAaTNS).......cciiiiiiiiiiieiiaiiiii et 526
Troubleshooting AZUre CONNECTIVITY.........ciiiiiiiiieee et 527
Login failure due to wrong client ID, secret, or tenant informatian........................c...c.... 527

Selecting a resource group and then selecting a cluster object not in that resource.grogg7

Selecting the resource group, cluster, but not the correct name space............cccveeveeeeee. 527
Cannot get subscription INFOrMAtION............eiiiiiiiiiiiiee e 528
Azure error during login to AD in Azug®lo reply addreSS........oocvvviiieeiiiiiiieieeee e 528
Azure error during login to AD in Azig#isconfigured application............cccccceevviiiieenn.n. 529

[0 [T a1 () Y\ F= T = To 1= O POR 530
Getting IDM INfOrMaAtioN............cooiiiiii e e e e e e e e e e e e e e e e e e e e e e e s s e ae e s e eanaaane 530
S A O =T o OO PPPPPPPPI 531
WINAOW COMPONENTS: ....eiiiiiiiiitiieie e ettt e e e e e s e e e e e st e e e e e e e e s nnann e e e e e e e e annbeeees 532
L0 ] S PO PP UPPPPTRRUPPPRIN 532

L0 L] PP PURPPPPPPTRPPTN 532

o T I PSPPSR 532
APTINTO DUTION. ... e e e e e e e 532
LCTo N o U] 1 o] o OO PPREPPPPI 532

o BT =Eox ] o1 (o) PP PPPUP S POPPPPPRP 532



(€T 1 (=TS T o] o To ]l =101 o | L= PR 533

CoNVErt BaSE64 10 BINAIY........uuuuuiiiiiiiiiiiiieeei e e e et e e e e e e e e e e e s e s s ba e raeraeeeeeeeeees 534
JSON CONSOIE. ...ttt e et e e e e e et e e e e aa b e e e e e e e e e e e e e e nnnnees 537
LDAP BIOWSEL. ... tttetteeeeeeeeeeeet et ettt et e e et e e e e e e e e e e e e e e e e s s s e e s s e s s s e st e s e s s e e e e e e e e et e e et e eeeeeeaeeeeens 539
LDAP LOGIN SEENGS. ...uetteiiieeeeiitiee e e e s e sttt e e e s s e e e e e s s s e e e e e e e e e nn e e e e e e e s annrnnneeeeeans 540
LDAP SEAICH CrILELIA. . ... veiiiiiiiie ettt s e e 541
LDAP CONNECHION PAramMELEIS. ....ccoiiiiiiiiiiiie ettt enee e 542
LDAP ODJECE WINUOM . ....uveieeeieeeiee e e e e e e et e s e e e e e s e e e e eereeeeeeeeaaaaaaaeens 542
LDAP ATDULE WINGOW. . ....eeeeieeeeiiiiiie ittt e s st e e e e e e e e e e s ensbrnreeeeeeaan 542

[ 0111 (=0 F- L= T O PP PP PP PPPPPPPPRPON 542
Viewing LDAP attribute Jatal...........ccooiiiiiiiiiieiee et e e e e 543
BUIldINg @ liSt Of LDAP USEIS......ciiiiiiei et e e e e e e e e e aaaaaaaaaa e 544
LDAP BrOWSEI EXAMPIES. ... ..ttt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e s e e s s e e s saeaas e annneenne 545
EXAMPIE L. et a e e e e e e e e e e s 545
EXAMPIE 2. e e e e e e 547

1] ST O PSPPSR 548
0] (0] 1= PSR PUUREUPRUPR 549
SSH TEIMIUNGAL. ...t e e e e et e e e e e e nreeees 553
DOWNIOAA FHlE.....cceiiee et e et e e 554
(6] 0] (0= To [ [T PTOPP PP PPPPPPPPPTPI 555
RESTAM HOSE. ... e e e e e e 556
SO I =] (0L = TR SRUPPPPTRPPRIN 557
Y= V=T G I8/ o= PPN 558
Y@ Y=Y = 1= SRRt 558
DISCOVET DULIOM ...t e e e e e s e 558
Y= A= TP PPPPPPPPPPPPPR 558
0 ) PSP PP 558
DALADASE. .....eeeeeie et e e e e e aas 558
Database User CredentialS.............uveviiioiiiiiiie et e e e 558

L0 LT 4 0= = 559
PASSWOIT. ...ttt e e e e e et e e e e s e e e e e e e e e 559



RS] =10 E 00 ) 559

L 11 1T o PP 559
EXECULE DUTOML. ... e e e e e e e e e 559
PrOFIlE AaTA. ... .eeeeeeeiiee e e s e e e e 559

Y IS @ PR PPPPPPRRTPPPTN 560
Connecting to an MSSQL database...........cccoeeeiiiiiiie e 560
Connecting to an SSPR database on astandard port...............cccooceiiiiiviiiiniiieeeee e, 561
MSSQL qUENY EXAMPIES....coiiiiiiiiiiiee e e e e e 562
Y251 PR PUPPPPPRTPPPTN 564
ConNEeCtiNg t0 8 MYSQL SEIVEL......cciiiiiiiieee ettt e e e e e e e e e e nnneees 564
MYSQL QUETY EXAMIPIE. ..cee ettt e e et e e e et e e e e s s nrrn e e e e e e e aanne 566
L0110 (=1 | SRR 567
Connecting to @ POStOreSQL SEIVEN........cccce e et e e e e e e e 567
PostgreSQL command eXamPIES. ... ....uuiiii it 570
Handling Bytea (Byte Array) fieldS...... ... 573
USING HEX VAIUE ...ttt e e e e e e e s e r e e e e e 573

USING the €SCAPEA VAIUE..........cuiiiiiiiiiiiiiiite e e e e e e e e e e e e e aee e 574

Steps to obtain PostgreSQL database user on AAF SEIVEL........cccccccvvuiniiiiiniireeeeeeeeeeess h76
WVEI BIOWSEL ...ttt ettt e ekt e et e et e e st e e e s e e e e b e e e e 578
(DY (o] o 1] g oo | = PP TP O PP PPPPPTPPON 579
COoNFIGUIE SLANGIYZET. ...t e e e e e e e e s s bt e e e e e e aannes 581
Changing the default report TOIAI............uiiiiiiee e 582
Report Filter Type DefiNItiOnNS.......uvveieieiieeiieieeeeeeee e 583
BUIEIN FIEEIS ... e e 584
USer DefiNed FiltEIS. ........ooiiiiiiiiiie e 585
DiSADING @ TITEI. ... 586
[T 11 1] oo =T 111 (= ST PPRRT PP 586
DeletiNg @ FlERE. ... oot e e e e e e e 587
Creating @ NEW fIlTeI ... o e et e e e et e e e e e e e e e e e e e e e e e e e e e e e e e aaaaeaanns 588

[ 1T o Y/ = o TSP 589
Error and RELUIMN COUES........coiiiiiiiiee e e s e e 590

OpenTeXt INTEINAl RESOUICES ........cciieei ittt e e e e e e e e e e eeeaaeaaaaaaaaaaeaaeasssaasaaasaaanaannns 591



Kl = 4 YA e Yo ) 3OO TRRORR 592

PrOAUCT LINKS......eeee et e st e e s s 593
ADOUL SLANAIYZEL ...ttt e e e e e e e e e e e ean 594
SAMPIE REPOITS. ..ttt e e e e e e et e e e s et r e e e e s e s nbn e e e e e e e e e nnrrnreeeeens 595
Sample Computer INfOrMatioN MEPOIL........c.uuiiiiie e e e 596
Sample Group POICY FEPOKL.......ueieeieeeeeeeeee s 602
S T= L] o] LT R =T TS (Y (=] o o S 604
Y= 1] o] (3 oo [ [T Te TN =] o o] ¢ FH PP 611
Sample SECUIELOGIN MEPQIL..........uiiiiiie ittt e e e e e e e s enneeesd 612
Sample Installation report (SECUIELOGII).......coiiiurririieeeiariie e e 623
Sample TIAUNCH TEPQLL........ceiiiiiiiie et e s e e e eas 625
Sample eDirectory with Novell CHIENt FEPOIL........cco i a e e 626
SAMPIE LDAP TEPOIL ... e e e e e e e e e e e e e e e e e e e e e e e eeaeeeseeessasssnnnnnnned 628
S To a0 o] [ N B I (=7 oTo ] o PP PO PPPPPPPP TP 630
Sample LDAP SeCretStOre REPOLL. ... .ccuiiiiiiiiiiiiieee ittt e e et e e s e e s s snrrreeeeeeeenned 631
SAMPIE CLE MBPOLL ...ttt e e e e e e e e e e et r e e e e s e s e e e e e e e e annneees 632
S T= L] 0] LI AV AN =T Lot S PPPPPPPPRPIY 643
Sample LDAP Server Information (Active DIrectaryl)........ccooeeeeeeiiiiiiiii e 645
Sample LDAP Server Information (€DIrCIOIY)........ccoiieiiiciiiiiiiirirrererre e e e e e e e e aaea e 647

APPENAIX- FIQUIBS ...ttt e e e e e e e e e e e e e e e e bbb e e et e e e e e s b e e e e e e e e ennneenes 650



Description

9 Analyzer is a tool developed I@pen Textechnical service® assist in the troubleshooting of
supportrelated issues. It includes a log reader which patsesbasedlog files. A tools menthat
provides a REST clignt SSPR and AAEDAP browser, a listing of registry keys usesevgraldifferent
products and a growing number of other featurds also includes an analysis report engineseveral
different configurations and products.

Supported Platforms

SLAnalyzer has been tested ®hbit systems. It should function on amjndowsplatform supported by
Microsoft This would include:

Windows 10

Windows 11

Windows 2003

Windows 2008

Windows 2008 R2

Windows 2012

gegegeg==

Note: The last version of this tool to supp@®2-bit Windows and earlier versions would be 9.0.Xkkere

is a special version of SLAnalyzer to generate analysis reports for Windows XP and SecureLogin 7 clients.
Contact a support individual if this version is needed. The SecureLogin 7 version is not being updated to
include newefrfeatures and is only being used to generate reports for support related issues.

Prerequisites

For SLAnalyzer to run you must install the Microsoft .Ngtidraries.
https://www.microsoft.com/enus/download/details.aspx?id=30653

Note: Executing SLAnalyzer on a workstation where the .Nelils¥aries are not installed will result in
the message beloweing displayed to the user

ol Status X

This application requires DotNet 4.5: Download from Microsoft

https://www microsoft com/en-us/download/details aspx %id=30653

Figurel - Initialization error


https://www.microsoft.com/en-us/download/details.aspx?id=30653

Starting with SLAnalyzer version 9.0.1.0 the @ieR-sourcelibraries have been replaced with the
Microsoft WebView?2 libraries. When the SLAnalyzer application is launched it will check for the
presence of the WebView2 runtime libraries. If pogsent,then the user will be prompted to install.

SLAnalyzer X

This application requires the Microsoft WebView2 Runtime. Launching
the Microsoft runtime installation process...

Installing Microsoft Edge Webview2 Runtime

Installing Microsoft Edge Webview? Runtime..

Apps & features

Microsoft Edge WebView?2 Runtime
-

104.0.1293.63

8/22/2022

Modify Uninstall

Failure to install the Microsoft WebView?2 runtime library will result in the embedded web browser not
displaying web content. Only a blank web browser screen will be displayed.

The webview2 runtime library can be downloaded for offline installation of SLAnalyzer from:
WebView?2- Microsoft Edge Developer



https://developer.microsoft.com/en-us/microsoft-edge/webview2/

Installation
Prior to version 9.0 of SLAnalyzer, the complete tool was provided in a single binary. But with the
inclusion of additional libraries and features it became necessamptement aninstallation program.

SLAnalyzer nowmplements a download manager

Download manager
A new download manager controls the download and installation of the SLAnalyzer application.

The SLAnalyzer download manager is located on the FTP server at:
https://ftp.novell.com/pub/SLAnalyze8L AnalyzerDownloadManagexe

Or
https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzerDownloadManager.new

ol SLAnalyzer Download Manager X ‘

SLAnalyzer can be downloaded by clicking the button below

opentext

Download and install Release notes

Click the Download and install button to install the latest version of SLAnalyzer. Click on the Release
notes button to view the latest update information.

After clicking Download and install, the download manager will download the new version of the
SLAnalyzer application. Once the download is completed it will then laun@pgiieation

Note that the downloaded application wile inthe users download folder. The file is extracted to a
folder named <download$SLAnalyzerlnstall.

After the application is downloaded and installed, the downloadmanager will prompt to create the
desktop link to the application.

Manual Installation

Download locationhttps:/ftp.novell.com/pub/SLAnalyzer/SLAnalyzerChromium.new
After download, rename the file to .zip and extraotthe desiredfolder.
RunSLAnalyzer.exe to execute the progrtam

Note that to apply updates the SLAnalyzer application will need to be downloaded and installed from
the same manual location. An attempt to apply updates to a different location will resultiitnple
instances being installed. Also, prior versions can be uninstalled with Add/Remove programs. This will
not affect the new installation


https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzer.exe
https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzerDownloadManager.new
https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzerChromium.new

User documentatiorfthis manualxan be accessed from the help menu in the application or from:
https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzer%20User%20Guide.pdf

Release notes can be viewed from the download manager or from:
https://ftp.novell.com/pub/SLAnalyzer/ReleaseNotes.rtf



https://ftp.novell.com/pub/SLAnalyzer/SLAnalyzer%20User%20Guide.pdf
https://ftp.novell.com/pub/SLAnalyzer/ReleaseNotes.rtf

Uninstalling SLAnalyzer

To remove SLAnalyzer, from within explorer, open the folder where SLAnalyzer was installed to and
delete the folder. If the desktop link was created during the install then it can also be deleted.



AutoUpdate

The first timeSLAnalyzer is executedch daythe applicationwill check for updates. If a newer version
of SLAnalyzer is available for download, it will prompt the user if they would like to perform the update.

SLAnalyzer 3

There is a new version of SLAnalyzer available.

Current Version: 3.0.0.22
Mew Version: 3.0.0.24

Do you want to download and apply this new update?

Figure2 - Update prompt

If the user clicks the Yes buttghen SLAnalyzer will downlodke new SLAnalyzer download manager
After the download has completed it will exit and then lautioé download manager to review the
release notes or download the lategtrsion.

If the user clicks the Nioutton, then SLAnalyzer will launch the current version of the binary. The next

time the application is launched will prompt the user for update. If the user wants to perform an
update after clicking the Nbutton, then they can select th€heck for Updateption from the help
menu.

During the update process the SLAnalyzer.exe binary is renamed to SLAnalyzer.backup. When the new
SLAnalyzer binary loads it will attempt to delete the backup file. If SLAnalyAsedmaloaded several

times, then this delete process may fail. At that point the user will need to close all instances of the
SLAnalyzer binary and then delete the backup file.

The autoupdate process uses the following logic
1. Download fileftp.novell.com/pub/SLAnalyzer/slanalyzer.properties
2. Compare current running version to the version listed in the slanalyzer.properties file
o\uersiong 0
3. If current running version is older than the listed version then prompt user to download the file
listed in the slanalyzer.properties file
oul:€ 0

Structure of slanalyzer.properties file:
version:3.0.1.11
url:ftp://ftp.novell.com/pub/SLAnalyzéSLAnalyzer.new


ftp://ftp.novell.com/pub/SLAnalyzer/slanalyzer.properties

Log File Types

SLAnalyzer has built in log file parserssieveraldifferent log file types. The built in log file parser

formats the data in a structured table format to allow for filtering and identification of issues and status.
Starting in version 2.0.1.1 the user no longer needs to specify the log file type when opening. The user
just opens the file through the command line or the file/open menu and SLAnalyzer will analyze the
content to determine the log file type. If the tymannot bedetermined,then SLAnalyzer will open the

file as a generic text file.

Built in log file parsers:

E R B I N T T B B I I e R R ]

SLAnalyzer Report

Novell Client Credential Provider Log
SecretStore Debug Log

SecureLogin Debug Log

CLE EADebug Log

DAS Log

NDSTrace

SSPR Support Bundle

AAF Database

AAF Debug Logs

Generic Log Reader (TXT)
CommaSeparated Values (CSV)
JSON Formatted File (JSON)
HyperText Markup Language (HTM/HTURL)
XML Formatted File (XML)

ZEN Message Logs

HAR files

Ot SLAnalyzer

Figure3 - File open menu



Command Line Parameters

SLAnalyzer supports one command line parameter passed on execution.
CA>SLAnaber logfile.log

Any filename passed to SLAnalyzer during load wiinadyzedand an attempt will be made to open in

the proper reader format. Fagxample when opening a text filgdhe data will be parsed in an attempt

to identify if the content is a SLAnalyzer report, SSODebuglLog, SSPR Debug log, etc. If SLAnalyzer is able
to determine the content type then the appropriate reader will be used, otherwise SLAnalyzer will

prompt the wser if they would like to open the file with the generic text editor.

Open Windows explorer and navigate to the desired log.

| NovellExport.log 9/28/2015 2:01 PM Text Document 1KB
4 | responsefile.ini 8/18/2015 4:14 PM Configuration sett... 1 KB
| SLAnalyzerReportAnalyze All_01152015.6¢  1/15/2015 4:18 PM Text Document 568 KB

Right click and select Open with

Open with > | Notepad
> ot SLAnalyzer
= WordPad

25 TortoiseGit

4 Scan for threats

H Search the Microsoft Store
Restore previous versions
Choose another app

...... ~

| K22aS {[! Yyl t &l ifiéeiithdn®Chdose defaulypdgrastfarbvise f& R
SLAnalyzeand choose from there.



Support for compressed file s (ZIP)

SLAnalyzer supports opening compressed files. This provides the ability to leave log files in zip file format
and then to dynamically open with SLAnalyzer.

ot Open X
— v 4 « DATA(D:) » CustomerFiles > My SSPR Server > v o Search My SSPR Server
Organize v New folder SR | e
I Desktop o) Name e Date modified Type
il Docuiments Regcode for customer 7/30/2020 11:42 AM  File folde
& Downloads SSPR-Support 0/12/2022 9:50 AM  File folder
D Music ¢ NewwithdebbiemorrismanualSSPR-Supp...  6/17/202 4 PM “om zif 4 KB
=] Pictures ¢ NewwithJohnDoeSSPR-Support.zip 6/17/2020 1:58 PM mpressed (zipg f
B Videos £ RunpasswordexpirationjobSSPR-Support.... 6/19/2020 11:49 AM  Compressed (zipp 1,967 KB
£ R- Zi 6/12/2020 11:41 AM  Compressed (zipp.. 1,725 KB
2y Windows (C) SSPR-Support.zip 6 mg K
s DATA (D) v
File name: | SSPR-Support.zip -

Figure4 - Opening a compressed file

When opening zip fieSLAnalyzer will extract the files to the temporary folder of the user. SLAnalyzer
NEIFIRE GKS RSTAYSR 5h{ SYy@ANRYYSYild @OFINAIOfS ac¢9at ¢

-TEHP=C:\Users\Greg\ﬁppData\Local\Temp

SLAnalyzer then appends the path of SLAnalyzer followed by the name of the zip file.
For example: €Jser§Greg AppDataLocal Temp SLAnalyz&65SPFSupport

Atfter the files are extracted the file browser window will be displayed again so that the desired log file
can be opened.

ot Open *
» « Local » Temp » SLAnalyzer » v o Search SLAnalyzer

Organize v New folder

=~ 1 O

Date modified Type

I Desktop SSPR-Support 4/28/2023 2:07 PM

s Documents
1" Downloads
J’! Music

J 3D Objects A Name

&= | Pictures

§ videos
v £ >

File name: |

Figure5 - Extracted content

When the user selects File/Close or exits SLAnalyzer, then the extracted files in this temporary folder are
deleted.



Support for large log files

SLAnalyzer is designed to handle files of just about any size. But because of limitations of memory and
other local resources, the open process will analyze the size of the file to determine if it is too large to be
processed completely. If the log filergains more than 500,00lnes,then a message will be displayed

to the user indicating that the load times may be long.

SLAnalyzer E3

Warning: this is a large file, It might take a long time to load, It would be
recommended that this file be split,
Do you want te centinue processing?

Mumber of Lines = 3594548

Figure6 - Large file detected

9 If the user selectmo, then the file will not be loaded.

9 If the user selects yes, then the user will be presented with the option to split the file into more
manageable pieces.

SLAnalyzer B3

Would you like to split this file into several segments?

Figure7 - Split file?

9 If the user clicks no then the full file will be processed. Note that this could take a long time to
complete. Also note that system resources could be reduced to a point where memory swaps to
disk can cause the workstation to be slow or unresponsive.rédommended that the file be
split into smaller segments for easier analysis.

9 If the user clickges,then the file will be split into segments containirgmaximum o500,000
lines per segment.



SLAnalyzer will first validate if file segments are already found. tieso the user is prompted to either
abort the split or overwrite the existing files.

SLAnalyzer E3

One or more file segments already exist. Do you want to overwrite?

Figure8 - Segments already found

A message is displayed to reflect the segment creation progress.

1 status =0 BR[|

Creating file seament: 4 Please Wait.

Figure9 - Create segmenprogress

File segments are created in the same location as the original log file. Each file will be named with the
original file name with Segment_x appended to the name. (where x is the actual segment number)

| 550Debug.tat 7/19/2016 9:03 AM  Text Document 294,966 KB
| 550DebugSegment_1 txt 7/20/2016 11:16 AM  Text Document 41,006 KB
| 550DebugSegment_2 txt 7/20/2016 11:18 AM  Text Document 41,108 KB
| 550DebugSegment_3 et 7/20/2016 11:19 AM Text Document 41,001 KB
| 550DebugSegment_4 txt 7/20/201611:21 AM  Text Document 41,067 KB
| 550DebugSegment_5 et 7/20/201611:22 AM  Text Document 40,984 KB
| 550DebugSegment_6.txt 7/20/2016 11:24 AM  Text Document 40,984 KB
| 550DebugSegment_7 txt 7/20/201611:25 AM  Text Document 41,122 KB
| 550DebugSegment_8 et 7/20/2016 11:34 AM  Text Document 7,736 KB

Figurel0- Segment list



After the file has been split, then SLAnalyzer notifies the user to open the desired segment file from the
File/Open menu.

SLAnalyzer @

File has been split into several segments. Please open one of the new segment
files from the file open menu,

Figurell- Split completed

Note: If a compressed file is opened and then a file within that compressed file is split, the uesrcan
open any of the split files from the temporary (extracted) file location. But if they close SLAnalyzer or
click on File/Closehe split files will beemoved,and the process of extraction and splitting will need to
be repeated.



Support for open log files

During the file open routine SLAnalyzer will detect if the file is currently being held open by some other
process. If detected SLAnalyzer will display a message to the end user.

SLAnalyzer @

Error atternpting to open file The process cannot access the file
'C\ProgramData\NetlQ\Logging'Legs\ CardPlugin.log' because it is being used
by another process,

The user will then be prompted if they want to make a copy of the file for access.

SLAnalyzer 3

Do you want to try to make a copy of the file and access it?

If the user answers yes, then SLAnalyzer will make a copy of the file in the users temp folder location.
Upon exiting SLAnalyzer the file will be deleted.

If the user answers no, then the file open attempt willdi@rted,and the user will be returned to the
SLAnalyzer main window.



File Menu
The File menu consists of the following items.

Save
Close
Exit

Ot SLAnalyzer = O X
File | Anslyze Tools Help

Figurel2 ¢ File Menu



Open

SLAnalyzer supports a wide range of log files. There are specialized readers for some products and
generic readers for most other log type&l. Analyzer will also open media anffice-basedfiles. If a

built-in function cannot display the filgpe, then the external program defined in Windows as the
default for that type of file will be spawned. Fexample attempting to open a pdf file wilaunchthe
acrobat reader to display the pdf content.

Log File Features
When a log file is open the following features are available.

Colorization

Copying data

Comments

Column Sort

Column Move/Rerder

Finding data

Jumping to a specific entry/line
Filters

=4 =4 =4 =4 -4 -8 -8 9

Colorization
When a log filas opened SLAnalyzer will parse each line of fiteeand colorize the information based
upon the category defined for that logging type.

None: No colorization
Fatal:

Error:Red

Warning:
Successsreen
Information:
Debug:Light Blue
Trace¢ White

Labelg

SectionMarkg

=4 =4 =4 =4 -8 -8 -8 - -8 -8



Column Move/Re-order

You can click on any column header and drag it left/right to move its position in the display. For
example, the comments field is displayed as the last column. But it would be much easier to make
comments if the field was adjacent to the field being comieeon. So click on the column header for
the comment field and drag it to the left to move it closer to the Message field.

Note that if the mouse is dragged outside of the coluneadersthen the move will be aborted. You
must keep the mouse within the column header line.

ol D:\Customer Files\My SSPR Server\SSPR-Support\zipDebugGeneration.csv - O X

File Analyze Tools Help v Filter

Column 2

completed output of SSPRConfiguration.xml i...
completed output of configuration-debugjs...
completed output of configuration-debug.txt...
completed output of about.properties in 22ms
completed output of dashboard-data.json in ...
completed output of system-environment.pro...
completed output of appProperties.propertie...
completed output of services,json in 17ms
completed output of health.json in 1ms
completed output of threads.txt in 339ms
completed output of fileinformation.csv in 22...

completed output of debug.log in 30s

2020-06-12T16:40:34Z

Column 1
2020-06-12T16:40:31Z

2020-06-12T16:40:38Z

2020-06-12T16:40:38Z

2020-06-12T16:40:38Z

2020-06-12T16:40:38Z

2020-06-12T16:40:38Z

2020-06-12T16:40:38Z

2020-06-12T16:40:38Z
2020-06-12T16:40:38Z
2020-06-12T16:40:40Z

2020-06-12T16:41:10Z

Figurel3- Moved column




Column Sort

The user can click on a column header (I.E. Module) and the sort will occur on that column or reverse if
it is already selected.

ot D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - ] x
Eile  Analyze Tools Help | | | Filter | | Create
Line Time Module & Message Comment ~

» 2020-06-02T13:1

accountinfo.AccountinformationBean | {161,Test User3} generated account information bean in ...

1191... | 2020-05-29T15:51:22Z accountinfo.AccountinformationBean | {135,5521000-9N90Q4THS21E} generated account inform...

1259... | 2020-05-29T15:43:50Z accountinfo.AccountinformationBean | {129,5Q21000-FROUSE40DDBM} generated account infor...

13831 | 2020-06-12T14:2%:13Z admin.AdminServiet {330, Administrator} issuing command ‘Start’ to report en...
14701 | 2020-06-12T14:26:242 admin.AdminServiet {330, Administrator; output 0 audit records. [192.168.0.29]

14703  2020-06-12T14:26:24Z admin.AdminServiet {330,Administrator} output 84 audit records. [192.168.0.29]
14723 | 2020-06-12T14:26:24Z admin.AdminServiet {330,Administrator} output 100 audit records. [192.168.0....
14837 | 2020-06-12T14:26:05Z admin.AdminServiet {330, Administrator; output 84 audit records. [192.168.0.29]
14867 2020-06-12T14:26:05Z admin.AdminServiet {330,Administrator} output 0 audit records. [192.168.0.29]

14884 | 2020-06-12T14:26:05Z admin.AdminServiet {330,Administrator} output 100 audit records. [192.168.0....

33 2020-06-12T16:40:38Z admin.AppDashboardData AppDashboardData bean created in 11ms

421 2020-06-12T16:38:21Z admin.AppDashboardData AppDashboardData bean created in 20ms

14261 |2020-06-12T14:27:41Z admin.AppDashboardData AppDashboardData bean created in 25ms
15306 | 2020-06-12T14:25:27Z

23428 | 2020-06-09T21:16:51Z

admin.AppDashboardData AppDashboardData bean created in 112ms

admin.AppDashboardData AppDashboardData bean created in 65ms

Figurel4- Sorted on Module column



Comments

SLAnalyzer will automatically create a comment field as the last column. This column allows the user to
make comments on the specific line associated with the currently loaded log file.

ot D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - ] x
File Analyze Tools Help | v Filter Create
Line  Time Module Comment Message ~
46 2020-06-12T16:40:31Z configmanager.DebugltemGenerator {341,Administrator} beginning output of item Confi...
47 2020-06-12T16:40:31Z configmanager.DebugltemGenerator {341,Administrator; completed output of SSPRConfi...
45 2020-06-12T16&:40:31Z config.PwmSettingXml parsed PwmSettingXml in TimeDuration[45ms], loads...
43 2020-06-12T16:40:29Z configmanager.DebugltemGenerator {341,Administrator} beginning output of item Confi...
2020-06-12T16:40:29Z http.PwmRequest 1341, Administrator; GET request for: /sspr/private/co...
» m 2020-06-12T16:40:292 hittp.PwmRequest User cicked on buttor]
2020-06-12T16:40: 292 http.PwmRequest pwmForm|D="H4s|AAAAAAAAAAGAAGY_UFdNLKdDT...
53 2020-06-12T16:40:15Z http.PwmRequest {340} GET request for: /sspr/public/newuser [(no para...
54 2020-06-12T16:40:152 http.PwmResponse {340} forwarding to /WEB-INF/jsp/newuser jsp [192.1...
55 2020-06-12T16:40:15Z state.CryptoCookieLoginimpl {340} wrote LogininfoBean={"a":false,"p":"*hidden*",...
56 2020-06-12T16:40:15Z http.SessionManager 1340} incremented request counter to 4 [192.168.0.29]
57 2020-06-12T16:40:152 http,PwmRequest {340} GET request for: /sspr/public/newuser (no para...
58 2020-06-12T16:40:15Z http.PwmRequest {340} GET request for: /sspr/public/newuser/profile/...
59 2020-06-12T16:40:15Z http.PwmRequest signedForm="H4s|AAAAAAAAAAGOAEY_UFdNLKdDT...
60 2020-06-12T16:40:15Z http.PwmResponse {340} forwarding to /WEB-INF/jsp/newuser jsp [192.1... v

Figurel5- Comments field

Double clicking in the Comment field allows the user to enter information. Comments are saved by
clicking on the File/Save menu option.

Notes about comments:

1 Comments are committed only after the user selects a different field. For example, of you
entered a comment on line 1 and then immediately selected File/Save, the information entered
in line 1 would not be saved. To save/commit the information then aftéegng new
information into line 1, click on any other column. Then select File/Save to save the comments.

1 Comments are not saved to the log file itself. A new file is created with the same name as the
log file with acomment file extension. F@xample,f the log file was called customer.log then
the comments file will be called customer.log.comments.

9 If a compressed file is beimpmmented then the comments file would be lost if the user were
to click on File/Close or exit SLAnalyzer. Forrd@son,the currently opened log file and the
new comments file will be saved to the original folder of the compressed fileax%mnple if the
d2dz2NOS T AL FAES F2N GKS \customersdded inp ¥ S NIKSy I (KIS
log file and comments file would be automatically copied to this same location.

1 When reopening the log file, the comments file willfersed,and the comments column will
be populated with the information. If the comments file cannot be located in the same folder as
the log file being opened, then the comments column will be blank.

1 Because the comments column is inserted as the last column it might be difficult scrolling left
and right to reference another column within the table data. For th&son,it is much easier if
the column is repositioned next to the column being referenced.egng Column$gelow.




1 Attempting to close a log where comments have been made but not saved will result in a
message being displayed to notify the user that the comments have not been saved.

B

SLAnalyzer

You have unsaved comments. Do you want to discard these changes?

S

Figurel6 - Unsaved comments prompt

9 Prior to saving the comments file, SLAnalyzer will attempt to make a backup of the original
comments if they existed when the log file was loaded. It will first look for the presence of a file
with the same name with the file extension of .bak. Egample,f there was a comments file
named ctcustomer§12343 customers.log.comments then SLAnalyzer will first rename this file
to clcustomer§12348 customers.log.comments.bak and then save the new comments to the
file cAcustomer$12348 customers.log.commentsf an existing backup of the comments file
already exists theSLAnalyzewill prompt the user if they would like to overwrite the existing
backup.

SLAnalyzer —— —C—

Backup file already exists. Overwrite?

Figurel7 - Prompt to overwrite backup file



Context Menu for XML and JSON windows
Right clicking within the XML/JSON window will display the context menu.

Copy
Find

Expand All
Collapse All

View Line

Copy

When viewingdata, you can right click on any of the elements displayed to copy the information to
the system copy/paste buffer.

ol D:\Customer Files\My SSPR Server\SSPR-Support\SSPRConfiguration.xml — | .t

[#]- sefting key=ldap proxy usemame, syntax=STRING, profile=default, syntaxVersion=0, modify Time=2020-05-21T14:32 A
[#]- setting key=ldap proxy password, syntax=PASSWORD, profile=default, syntaxVersion=0, modify Time=2020-06-12T1
[BE setiing key=ldap rootContexts, syntax=S T F gl ettt syt ax Version =0, modify Time=2020-05-21

[+~ setting key=ldap rootContexts Copy
- setting syntax=STRING_ARRAY Find
-- setting profile=default
{1 setting syntaxVersion=0 Expand All
-- setting modify Time=2020-05-21T14:32: Collapse All
- label
- value View Line
-~ CN=users,DC=gmadr2,DC=novell,
m sattima L I = tash ear eurtaw - STRIMNG mrefila-daf b madfuTima =MW I2T1GAAAT7 eurmtaviia ~

>

Figurel8- Copying data from the XML data window

Alternatively,the window allows the user tperforma singldeft click on the lindo selectand then an
additional single click to edit the information displayed. Once in edit mode for théharecopy and
paste the desired information to the system copy/paste buffer.

ot d:\customer files\my sspr server\sspr-support\health.json e O X

ftem 1 ({ “status”: "WARN", "topic": "Configuration”, "message": "Config_LDAPWireTrace", "fields": [ "LDAP -~ LDAP Settings -~ Globa
ftem 2 ({ “status": "CAUTION", “topic": "Configuration”, "message": "Config_UsingLocalDBResponseStorage”, "fields™:[ "Modules -~ A
item 3 ({ “status”: "CAUTION", "topic": "Configuration”, 'message "Config_UsingLocalDBResponseStorage”, "fields”:[ “"Modules - PL
lem4(( status "CONFIG", "topic™: Conﬁguratlon message "Config_! WeakPasswotd ‘fields": [ "LDAP - LDAP Directories - del

lemG(( "status": "GOOD", '\opx: “LDAP", "message”: "LDAP_OK"})

ftem 7 ({ “status": "GOOD", "topic": "LDAP", "message": "LDAP_TestUserOK", "fields":[ “default” J})
ftem 8 ({ “status": "GOOD", "topic": “LocalDB", "message”: "LocalDB_OK"}))

item 9 ({ “status": "GOOD", "topic": "Platform”, “message”: “Java_OK"})

Figurel9- Copying data from the JSON data window



Find
Selecting find from the context menu will prompt for the desired search string.

SLAnalyzer E
Enter string to find
Cancel
password

Figure20- Find XML/JSON text

SLAnalyzer will search the content of the XML/JSON tree, expand the items found and colorize them in
yellow.

Ol d'\customer files\my sspr server\sspr-support\healthjson — O X

item 2 ({ "status™: "CAUTION", "topic™: "Configuration", "message": "Config_UsingLocalDBResponseStorage”, "fields":[ "Modules - A

h;m 3({ "status": "CAUTION", "topic": "Configuration”, "message™: "Config_UsingLocalDBResponseStorage”, "fields™: [ "Modules -
[+- status

[+]-topic

- message

=-fields

- Modules ¢ Public = Forgotten Password ¢ Setfings = Response Write Location

item 4 ({ "status": "CONFIG", “topic": "Configuration”. “message": “Config_WeakPassword", “fields":[ "“LDAP .- LDAP Directories -
- status

- topic

o) message

. ' Config_WeakPassword

- fields

LDAP = LDAP Directories = default = Connection = LDAP Proxy Password

Figure21 - Found XML/JSON data



Expand All

Selecting Expand All from the context menu will expalhthe subitems of the selected item. If the
root of the tree isselectedthen all the items will be expanded. If a sitlem isselected then only those
subitems of the selected item will be expanded.

Ol di\customer files\my sspr server\sspr-support\ssprconfigurationxmil - O X

S8 PwmConfiguration A

. This configuration file has been auto-generated by the SSPR password seff service application. WARNING: This configu
- settings modify Time=2020-06-12T16:40:31Z,
El - settings modify Time=2020-06-12T16:40:312
: - modify Time
| - 2020-06-12T16:40:31Z
) setting key=template Idap. syntax=SELECT, syntaxVersion=0, modify Time=2020-05-21T14:32:18Z.
- setting key=template |dap
P bekey
b template Idap
£ sefting syntax=SELECT

-

Figure22 - Expand All

Collapse All

Selecting Collapse All from the context menu will collapkhie subitems of the selected item. If the
root of the tree isselectedthen all the items willcollapse If a subtem isselected then only those sub
items of the selected item witlollapse

Ol di\customer files\my sspr server\sspr-support\ssprconfiguration.xmil — O X

28 PwmConfiguration

Figure23- Collapse All



View Line

When a line is bigger than the displayed window size then SLAnalyzer will display a tooltip of the data
when the user positions the mouse pointer over the line. This data is sometimes difficult to read before
the tooltip expires. By selecting View Linenfrthe context menu, then usscan display the data in a

text window for closer examination.

This configuration file has been auto-generated by the S5PR password seff service application.
WARNING: This configuration file contains sensitive security information, please handle with care!

WARNING: K a server is cumently running using this corfiguration file, it will be restarted
and the configuration updated immediately when it is modified.

NOTICE: This file is encoded as UTF-8. Do not save or edt this file with an editor that does not
support UTF-8 encoding.

if unable to edit using the application ConfigurationEditar web LI, the following options are available.
or 1. Edit this file directty by hand.
or 2. Unlock the corfiguration by setting the property ‘configlsEditable’ to true'in this file. This will
allow access to the Configuration Editor web Ul without having to authenticate to an LDAP server first.
or 3. Unlack the corfiguration by using the the command line utility.

Figure24 - Tooltip display

ol Configuration Report — O X

Save fal Analyze *=

This configuration file has been auto-generated by the SSPR password seff service
WARNING: This configuration file contains sensitive secunty information, please
WARNING: If a server s currently running using this configuration file, it will be
and the configuration updated immediately when it is modified NOTICE
ts file s encoded as UTF-8. Do not save or edit this file with an editor that does not support UTF-8 encoding.

If unable to edit using the application ConfigurationEditor web Ul, the following options are avaiable
or 1. Edat this file directly by hand or 2. Remove restrictons of the configuration by setting the property
‘configlsEditable’ to ‘true’ in this file. This will allow access to the ConfigurationEditor web Ul without having to
authentcate to an LDAP server first. or 3. Remove restnctions of the configuration by using the the command fine

Figure25- View Line



Context Menufor reports /logs window

Right clicking anywhere within the report window will display a context menu.
Copy Ctrl+C

Find Ctrl+F

Jump  Ctrl+)
Show  Ctrl+5S

View Line

Copy
While a log file is open you canpy the data being displayed in several ways.

Copying data from a log file

When a log file is open you can copy either the full line of the log which includes the data from all of the
columns, or you can copy just the single column data.

Copying the full line

To copy the full line of a log file you simply click once on the desired line. The complete line is
highlighted. Then right click and select the option (Copy) from the menu. You can also press Ctrl + C on
the keyboard to perform the copy. The whole lindlWe copied to the system copy/paste buffer. You

can now switch to email or another application and paste in the complete line of data.

Ol d)\customer files\my sspr server\sspr-support\debug.log — | X

File Analyze Tools Help v Filter Create
Line Time Module Message Comment A

1 2020-06-12T16:40:40Z java.FileSy... . completed file info reading for path /config, 54 files, 1...
. 2 I 2020-06-12T16:40:392 java.FileSy... | completed file info reading for path /root/.sspr-workp... I
. 3 IZDZD-OB-‘I 2T16:40:38Z http.Pwm... | {341,Administrator} GET request for: /sspr/public/api co... I
.4 I 2020-06-12T16:40:38Z http.Pwm... | preventCache="1591980038286"
I 5 I 2020-06-12T16:40:38Z http.Pwm... = processAction="health’
IB I2020—06—12T15:40:332 http.Pwm... = pwmFormID="H4sIAAAAAAAAAAGAAGK_UFdNLKDDTTE... I

» 2020-06-12T16:40:38Z state.Cryp... | {341, Administrgs R "u”:{"userDN...
Copy Ctrd+C
8 2020-06-12T16:40:38Z http.Pwm... | {341,Administn . ublic/api re...
r f Find  Ctrl+F
.9 | 2020-06-12T16:40:38Z http.Pwm... = preventCache| Jump  Ctrl+)
10 2020-06-12T16:40:38Z http.Pwm... = processActior Show CtisS
11 2020-06-12T16:40:38Z http.Pwm... | pwmForm|D= . . dNLkdDTTE...
| ! View Line
.12 .2020_06_1 2T16:40:38Z http.Pwm... | {341,Administn Export to CSV ublic/api co... |
13 2020-06-12T16:40:38Z http.Pwm... | preventCache="TS9T980038TT 7 v

Figure26 - Copying the full line from a log file
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To copy the data inside a single column engiggle cliclon the column entnto select the line. Then
perform a single click again to enter edit mod@u can then mark the text you want to copy. Right click
and select (Copy) to copy the column data to the system copy/paste buffer. You can now switch to email

or another application and paste in the column entry data.

ol d:\customer files\my sspr server\sspr-support\debug.log - O
File Analyze Tools Help v | Filter Create
Line Time Module Message Comment

» 2020-06-12T16:40:40Z Jjava.FileSy... 54 files, 184324 169 (154.32 MEBL B 2 " _
2 2020-06-12T16:40:39Z java.FileSy... completed file info reading for p Lt
.3 2020-06-12T16:40:38Z I http.Pwm... | {341,Administrator} GET request Cut
.4 2020-06-12T16:40:38Z I http.Pwm... | preventCache='1591980038286' Copy
.5 2020-06-12T16:40:38Z I http.Pwm...  processAction="health’ i
.5 2020-06-12T16:40:38Z I http.Pwm... | pwmForm|D="H4slAAAAALAAAA i
l? 2020-06-12T16:40:38Z I state.Cryp... | {341,Administrator} wrote Loginli Select All
'a 2020-06-12T16:40:38Z I http.Pwm... | {341, Administrator} GET request | Right to left Reading order
.9 2020-06-12T16:40:38Z I http.Pwm... | preventCache="1591980038286' Show Unicode control characters
110 |2020-06-12T16:40:38Z | http.Pwm... | processAction="health’ Insert Unicode control character
.11 2020-06-12T16:40:38Z . http.Pwm... = pwmFormiD="H4s|AAAAAARAAL Open IME
.12 2020-06-12T16:40:38Z . http.Pwm... | {341,Administrator} GET request Reconversion
.13 2020-06-12T16:40:38Z . http.Pwm... | preventCache="1591980038177 l

Figure27 - Copying a single column's data




Copying multiple rows data

To copymultiple rows of data, highlight the first row, then hold the shift key down and click on the last
row of the selectionAlternatively,you can hold down the control key and click on ramtjacent rows

The selected rows will be highlighted in blue. After making the desired selection, right click and select
copy to copy the information to the system copy/paste buffer.

ot d:\customer files\my sspr server\sspr-support\debug.log — | x

File Analyze Tools Help v | | Filter | | el |
Line Time Module Message Comment al
1 2020-06-12T16:40:40Z | java.FileSy.. completed file info reading for path /config, 54 files, ...
2 2020-06-12T16:40:39Z | java.FileSy.. completed file info reading for path /root/.sspr-work...
3 2020-06-12T16:40:38Z | http.Pwm... | {341 Administrator} GET request for: /sspr/public/api c...

2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038286"

4
5 2020-06-12T16:40:38Z | http.Pwm... | processAction="health’
B 2020-06-12T16:40:38Z | http.Pwm... | pwmForm|D="H4sIAAAAAAAAAAGAAGY_UFdNLKDTT...

2020-06-12T16:40:38Z | state.Cryp... | {341, Administrator} wrote

Copy Ctrd+C
Find Ctrl+F
Jump  Ctrl+)

2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET rq
2020-06-12T16:40:38Z | hitp.Pwm... | preventCache="1591980(

2020-06-12T16:40:38Z | hitp.Pwm... | processAction="health’ Show Ctrl+S

|4 2020-06-12T16:40:38Z | hitp.Pwm... | pwmFormID="H4sIAAAAL - -
View Line

Export to CSV

2020-06-12T16:40:38Z « | {341, Administrator; GET r

2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038

Figure28 - Copying multiple rows of data

ol d\customer files\my sspr server\sspr-support\debug.log - O X
File Analyze Tools Help v | | Filter | | T
Line Time Module Message Comment al
1 2020-06-12T16:40:40Z | java.FileSy... completed file info reading for path /config, 54 files, ...

2020-06-12T16:40:39Z | java.FileSy... | completed file info reading for path /root/.ssprassask
Copy Ctrd+C

Find  Ctrl+F
Jump  Ctrl+)
Show  Ctrl+S

2020-06-12T16:40:38Z http.Pwm... | {341, Administrator} GET request for: /sspr/publi
2020-06-12T16:40:38Z . | preventCache="1591980038286"
2020-06-12T16:40:382 . | processAction="health’

2020-06-12T16:40:38Z . | pwmFormID="H4s|AAAAAAAAAAGAAGX_UFdNL - N
View Line

Export to CSV
2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET request for: /sspr/publiciaiii...

2020-06-12T16:40:38Z | state.Cryp... | {341, Administrator} wrote LogininfoBean={"u":{’

2020-06-12T16:40:38Z « | preventCache="1591980038286"

2020-06-12T16:40:38Z | http.Pwm... | processAction="health’'

2020-06-12T16:40:38Z « | pwmForm|D="H4s|AAAAAAAALAGAAGY_UFdNLEdDTT...

2020-06-12T16:40:38Z « | {341, Administrator} GET request for: /sspr/public/api c...

2020-06-12T16:40:38Z http.Pwm... preventCache="15919800

Figure29 - Copy multiple rows noradjacent



Find
To find data within an open log fjleght click on the log file window and select (Find). You can also
press Ctrl + F on the keyboard to execute the find operation.

When Find is selected the find window will be displayed.

ol Find X
Direction
| () Back
Search Column
. ® Forward
A
Time
Modul v
o Find Find Al

Figure30- Find window

The Find window allows the user to find data in one of two ways.
1 Eindc¢ Will find the firstnext occurrence of the specified string
9 Eind Allc Will find all occurrences of the specified string

In the find window the user needs to specify the following information:

The text they would like to find
The direction they would like to search
The column in which to perform the search.

Find button:
Atfter clicking the Find button, SLAnalyzer will attempt to locate the information. If the data is found, the
line will be highlighted in the displayed log.

ot di\customer files\my sspr server\sspr-support\debug.log - m| X
File  Analyze Tools Help |_ ~v| | Filter | | Create |
Line  Time WModule | OF Find XK
1 2020-06-12T16:40:40Z | java.FileSy... | ¢ Direction
2 2020-06-12T16:40:39Z | java.FileSy... | c |heanh | (O Back
3 2020-06-12T16:40:38Z | http.Pwm... | {3 Search Column
4 2020.06-12T16:40:38Z | hitp.Pwm.. | § | Tme R Sl
Module
5 2020-06-12T16:40:38Z | http.Pwm... | § v Frd Frd Al
6 2020-06-12T16:40:38Z | http.Pwm... | g
7 2020-06-12T16:40:38Z | state.Cryp... | {341,Administrator} wrote LogininfoBean={"u"{"userD... |
8 2020-06-12T16:40:38Z | http.Pwm... | {341,Administrator} GET request for: /sspr/public/apir...
9 2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038286"
13 2020-06-12T16:40:38Z . | processAction="health’
1 2020-06-12T16:40:38Z | http.Pwm... | pwmFormiD="H4s|AAAAAAAAAAGAAGK_UFdNLKdDTT...
12 2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET request for: /sspr/public/api c...
13 2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038177 W

Figure31- Find



If the find string is notound, then a message will indicate that the search failed.

[ SLAnalyzer [ﬂ1

Search failed. We have reached the end of the list.
Search again to start searching from the beginning.

Figure32- Find failure

Find All button:

After clicking the Find All button, SLAnalyzer will locate all occurrences of the find string. A message will
be displayed to indicate the number of items found. Items found will be nehibyechanging the color of

the Line column(column 1)}o Orange. If the find locateégems,then the find window will close and the

log will be displayed. If no items afi@uind, then the find window will remain open.

SLAnalyzer @

Mumber of items found: 25

Figure33- Found items

ot d:\customer files\my sspr server\sspr-support\debug.log - O X
File  Analyze Tools Help v Filter Create
Line Time Module Message Comment “
1 2020-06-12T16:40:40Z | java.FileSy... | completed file info reading for path /config, 54 files, ...
2 2020-06-12T16:40:39Z | java FileSy... | completed file info reading for path /root/.sspr-work...
3 2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET request for: /sspr/public/api c...
4 2020-06-12T16:40:38Z | hitp.Pwm... | preventCache="1591980038286'
5 2020-06-12T16:40:38Z | http.Pwm... | processAction="health’
6 2020-06-12T16:40:38Z | http.Pwm... | pwmFormiD="H4sIAAAAAAAAAAGAAGY_UFdNLkdDTT...
7 2020-06-12T16:40:382 state.Cryp... | {341, Administrator] wrote LogininfoBean={"u":{ userD...
8 2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET request for: /sspr/public/apir...
9 2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038286"
10 2020-06-12T16:40:38Z | http.Pwm... | processAction="health’
1 2020-06-12T16:40:382 http.Pwm... | pwmFormiD="H4s|AAAAAAAAMAGAAGY_UFdNLKdDDTT...
12 2020-06-12T16:40:38Z | http.Pwm... | {341, Administrator} GET request for: /sspr/public/api c...
13 2020-06-12T16:40:38Z | http.Pwm... | preventCache="1591980038177 )

Figure34- Find All



Jumping to a specific entry/line

When a log is open you can right click and select "dumgdds Ctrl to set the position of the
currently selected row within the log.

In the Jump to line window enter the line number of the log entry you want to jump to.

Jump to line

Enter line number. oK

Cancel

el

Figure35- Log file jump to line number

If the line number cannot bound,then a message is displayed to the user otherwise the line will be
selected in the log window.

f SLAnalyzer &J )

Invalid line number.

Figure36 - Invalid line



Show
The context menu item Show will display the full log/report as text. It will open a new text window and
display the report window with the log contents.

ot c\nslifiles\configuration report all friday, april 28, 2023 4.13.19 pm.txt - O X
File Analyze Tools Help | v | e | | create
Line Time Module Message Comment A
1 4/28/2023 413:23 PM Report generated by: SLAnalyzer Version 9.0.1.4, 4/28/...

b 3 J Hardware Hardware

4 4/28/2023 413:23 PM | Hardware | Manufacturer: Dell Inc.

5 4/28/2023 £13:23 PM | Hardware Model: Precision 5530

6 4/28/2023 4£13:23 PM | Hardware BIOS: 1.19.0

7 4/28/2023 413:23 PM | Hardware | BIOS Date: 03/16/2021

8 4/28/2023 £13:23 PM  Hardware | Processor: AMD&4

9 4/28/2023 413:23 PM | Hardware Processor Identifier: Intelé4 Family & Model 158 Steppi...
10 4/28/2023 £13:23 PM | Hardware | Processor Level: 6

1 4/28/2023 £13:23 PM | Hardware | Processor Revision: 9e0a

12 4/28/2023 £13:23 PM | Hardware | # of Processors: 12

| 13 emsomensm Osveson OSwsoe v

ol Configuration Report - O X

Save il Analyze ¥=
Report generated by: SLAnalyzer Version 9.0.1.4, 4/28/2023 3:54:12 PM A

Hardware
szmsosoiotoistosssososg
Manufacturer. Ded Inc.
Model: Precision 5530
BIOS: 1.19.0

BIOS Date: 03/16/2021
Processor: AMDB4

Pmoﬁsor]d@nﬁﬁﬂ: Intel64 Family 6 Model 158 Stepping 10, Genuinelntel

Processor Level: 6

Processor Revision: Sela

H ~f Drmrassare 12 v




View Line

The context menu option View Line will display the currently selected line in a text window for easier
viewing.

ol Configuration Report — O X

Save ll Analyze *=

; PM Network Providers Provider Order:
FSNP slADCredMan NCFSD,EACredentalMana
dMan None

er, RDPNP,LanmanWorkstaton, webchent, iPrmtWinCre

Note that you can select multiple lines and then click View Line from the context menu to dilijtey
selected items in the text window.

ot Configuration Report — O X
Save @ Analyze ’_E

417812023 41

4/28/2023 4:13:23 PM Network Providers Provider Order

dMan

a1

8/2023 4:13:23 PM Network Providers Credential provider (PONP) exsts in location s
23 4:13:23 PM Network Providers Detaids
23 4:13:23 PM Network Providers Provider name: C:\WINDOWS\System
23 4:13:23 PM Network Providers Vendor: Microsoft Corporation

)23 4:13:23 PM Network Providers Description: Plan 8 Network Provider

ks

b b

b
NN R
o

I~
M




Filters

Filters allow the user to reduce the amount of informatiogededto be processed by displaying only
specific types of data in the log file. Ftample,it could be easier to process a log if the user could first
identify the errors found in the log.

Logs can be filtered by the following:

None No filter, display all datq Reset
State or Status Condition:
o Fatal: Only display lines that were identified as Fatal status at load time
Errors: Only display lines that were identified as Error status at load time
Warnings: Only display lines that were identified as Warning status at load time
Information:; Only display lines that were identified as Information status at load time
Debug: Only display lines that were identified as Debug status at load time
o Trace: Only display lines that were identified as Trace status at load time
1 Module Name: When the log file loads Shmer builds a listing of all the modules found in the
log file. The module names are added to the filter list dynamicalso,a count of each filter
type is listed following the name. Fexample,if 10 errors were found in the trace then the
filter item would be Error (10).
1 Creating a filterClick the create button to create a new filter
1 Manually entering a filterTyping a filter into the filter box

T
1

O O oo

To filter the log the user needs to do the following:
1. Select a filter
2. Activate a filter



Selecting a filter
To select a filter then click on the filter name drop down box and select the desired item from the list.

Ol D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - O ped
File Analyze Tools Help ~ Filter Create
None (130086) ~
Line Time Module [ > Comment A
;
» 2020-06-12T16:40:40Z | java FilleSy... | c[ SRS
Warning (308)
2 |2020-06-12T16:4039Z | java FileSy... | ¢|\nomaeron (167 Workp...
[ | S (7412)
3 |2020-06-12T1640:38Z | Nttp.PWM... | {3nebug (18855) api co...
[ | Trace (101876)
2020-06-12T16:40:38Z | http.PWM... | feooo o

accountinfo.AccountinformationBean (3)
adminAdminSendet (7)
admin AppDashboardData (6)

2020-06-12T16:40:38Z http.Pwm...

2020-06-12T16:40:38Z http.Pwm... H @uth BasicFiterAuthenticationProvider (30) dDTTE...
| | auth HitpAuthenticationUtilities (134)
{3 auth.LDAPAuthenticationRequest (463) userDN...
h SessionAuthen 79) .
2020-06-12T16:40:38Z | hEtD.PWM... | (] cocme cormesoncs foam) | api re..

4
5
&
I 7 2020-06-12T16:40:38Z | state.Cryp...
I . !
9

command . CommandSendet {11)

2020-06-12T16:40:38Z | hP.PWM... | H contig Configuration (10568)
[ l L config PwmSettingXmil {10}

10 2020-06-12T16:40:38Z http.Pwm... R configednor ConfigiditorSenet (56)
[ | fi  DebugltemGenerator (21)
11 |2020-06-12T1640:382 | NHP.PWM... | | o locubtc Opaster e o | dDTTE...
| | er NMASCrOperator (42) )
3 db.DatabaseService (14) api 0.
email EmailServerUtil (19)
email EmailService (57)

12 |2020-06-12T16:40:38Z | http.Pwm..,

—

13 |2020-06-12T16:40:38Z | http.Pwm... | |

Figure37 - Selecting a filter

After selecting a filter from the list, the currently selected item in the list will be repositioned to the first
occurrence of that fier. Forexample,if we selected the filter Warning then the selected item would be
repositioned to the first Warning message in the currently loaded log file.

ol D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - O X
Eile Analyze Tools Help [véaming Gog) ] Filter Caenir
Line Time Module Message Comment ~

4700 | 2020-06-12T14:54:27Z sve.PwmS... | closi| closing service password. pwm.http.serviet.peoplesearch.PeopleSearchService

2020-06-12T14:54:27Z closing service password,pwm.svctelemetry, Telemetrys..,

2020-06-12T14:54:272 svc.PwmS... | dosing service password.pwm,svcnode NodeService

sve,PwmS..,

2020-06-12T14:54:272

closing service password. pwm.svc.pwnotify, PwhotifyS...

2020-06-12T14:54:27Z2 sve,PwmS... | beginning to close all services

> 2020-06-12T14:54:27Z w | shutting down

2020-06-12T14:54:277 http.Cont... {# context] beginning application restart (11ms), restart...

Figure38- Repositioned line matching selected filter



Activating a Filter
After selecting the desired filter then press the (Filter) button to activate.

ort (L)\sspr-support\debug.log E--
' Filter [ Create

— Mone (15332}
L — >
Fatal
Emor(l8062 __ |WMl:5052 ERROR_LOCALDE UMAVAILA
Warning {21}

Figure39 - Filter button

After clicking the filtebutton, the log will be displayed again with only the lines that match the filter as
visible.

ol D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - O X
Eile  Analyze Tools Help |En°r (2368) v Filter Create
Line Time Module Message Comment A

» 34 | 2020-06-12T16:40:38Z | pwm.Pwm... | error generating about value for ‘app_smsQueueQides...

Figure40- Filtered log



/fA01 GKS ONBIGS

Ol Create Custom Display Filter

Creating a filter
S 0.dzl G 2displayR A RASNE | @A YIRBEg @/ NBF 0SS Odz
X

Column Operator Data
Line A Equals ~
| Time v | |Doesnotequal v |
+
Filter

Set Filter

Figure41- Create CustonDisplayFilter window

Select the column that will contain the data, the operator specifies the logic of the filter and finally the
AyaildlyOS 2F (GKS g2NR GONNBNE Ay Gf

data to match. Foexample| y &
Ol Create Custom Display Filter X

Column Operator Data
~| |Doesnotequal A | [Erod
[Comment | |e—

£

Filter

Message Like “Emor™
Set Fitter

Figure42 - Creating a custom filter

After clicking the Set Filtdautton, the log will be redisplayed with the filter active.



Ol D:\Customer Files\My SSPR. Server\SSPR-Support\debug.log - O X

Eile &nalyze Tools ﬂdp |Mmigi Like *Ermor* ~ Filter

Line Time Module Message Comment ~

2 34 2020-06-12T16:40:38Z pwm.Pwm... | error generating about value for "app_smsQueueQldes...

Figure43- Displayed custom filter

You can also create a more complex filter by adding conditions together. Click the plus button and then
specify the logic (And or OR) for the filter condition.

Ok Create Custom Display Filter *
Column Operator Data
Module ~ ~ ‘ newuser. NewUserServiet
Message v Does not equal W
.| [EDEE ~
OR v
Fitter
Message Like “emor™
AND
Module =" newuser. NewUserSenviet’
Set Filter

Figure44 - Creating a complex custom filter



ol D:\Customer Files\My SSPR Server\SSPR-Support\debug.log - O x

File &nalyze Tools ﬂelp Message Like “emor® AND Module = " newuserN Filter

Line Time Module Message Comment A

4 19... | 2020-06-12T15:00:17Z newuser.... | {335,5231000-2RQ75D7CEB30} returning result for rest...

Figure45 - Displayed complex custom filter




Manually entering a filter
You can edit the filter box manually and type in a filter.

Filters are comprised of the following
I ColumnName column name as seen on the screen
1 Operator- =(equal), <> (not equal)r Like
1 Filter Text with equals operatert SEG (2 FTAYR SyOf2aSR Ay aAiay3at s
9 Filter Text with Like operaterText to find enclosed in single quotes amitticard (% or *)
W:¢SERI:®:¢SEGNQ 2N WeSEH:Q 2N Wr¢eSEGFQ SO0

The filter requires the following:
1 You have to use singtpiotesand not double quotes
1 Column names that are more than one wana enclosel in []
1 The filtering is not case sensitive
9 Filters can be combined to filter on multiple conditions

The following are examples of different filters:

UsingColumnName = 'Text to filter on'

ol c\nsifiles\aafdb.log — O X
File Analyze Tools Help |sser="gmade2\administrator | Filter T
-

Line User UserlD Method MethodID Enrolled Comment [l
3 E GMADR2VAdministrator | 6573f2a6f431...

4 GMADR2\Administrator | 6573f2a6f431...  RADIUS Client |RADIUS True Auto-created

5 GMADR2\Administrator | 6573f2a6f431... .LDAP passwo... .LDAP_B&SSW.A. .True Auto-created

6 GMADR2\Administrator | 6573f2a6f431... | Facial Recog... .FACE True v

Figure46 - Filter User='greg’

Using[Column Name] = 'Text to filter on’

upport (1)\SSPR-Supportiaudit.csv =5 E=R|5
:[perpe‘tlatnr id] ="ad ministrator’ -

Message Instance IP;rpetrator Perpetrator DN IT;rQEt Ehr:
AUTHENTICATED Administrator CHN=Administrator, cn=wsers, de=gmadr2, de=novell, dc=com

154d5a2 | AUTHEMTICATED Administrator CM=Administrator,cn=wsers, dc=gmadr2,dc=novell,dc=com

1536 cadf | AUTHEMTICATED Administrator CM=Administrator,cn=wsers, dc=gmadr2,dc=novell,dc=com

1264mf39 Administrator CM=Administrator,cn=wsers, dc=gmadr2,dc=novell,dc=com

d97d3397 | ALITHFNTICATED Administrator CH=Administratar cn=users de=nmadr? de=nowell dr=rom S

m 2

Figure47 - Filter [perpetrator id]="administrator’



UsingColumnName Like '%Text to filter on%'

support (1855PR-5uppertidebug.log

Mezzage Like 95Get request?’ - [ Filter ]
i Module Message -
http.PwmRequ... | {m} GET request for: /sspr/public/rest/health [REST WebService Request] [192.168.1.139] D

http.PwmRequ... | {m} GET request for: /sspr/public/rest/health [REST WebService Request] [192.168.1.139]

http.PwmRequ... | {m} GET request for: /sspr/private/config/ConfigManager [192.165.1.139]

http.PwmPRegu... | {m} GET request for: /sspr/public/resources/nonce-i@polife/dojo/dojo/cldr/nls/en/number,js (no params) (gzip) [19

http.PwmPRegu... | {m} GET request for: /sspr/public/resources/nonce-i@polife/dojo/dojo/dnd/autascroll js (no params) (gzip) [192.16!

http.PwmPRegu... | {m} GET request for: /sspr/public/resources/nonce-iSpolife/dojo/dojo/cldr/nis/numberjs (no params) (gzip) [192.11 +

I | »

Figure48 - Filter Message Like '%Get request%'
Using[Column Namel’' W¢ SEG G2 FAEGSNI 2y Q ''yR [/ 2ftdzYyblYS I 4

Support (1)\SSPR-Support\audit.csv =nEoh ==
_[perpetatorid]:'adm'ln‘xsﬁatar'»\nd Meszzge="suthenticated’ v | Filter |

Message Instance f;rpetrator Perpetrator DM ;I'[a)rget Bar:ge i
AUTHEMTICATED Administrator CN=Administrator,cn=users,dc=gmadr2, dc=novell, dc=com |E
4d5a2 |AUTHEMTICATED Administrator CH=Administrator,cn=users,dc=gmadr2, dc=novell, dc=com
36cadf | AUTHENTICATED Administrator CH=Administrator,cn=users, de=gmadr2, dc=novell, de=com
32d3392 | AUTHENTICATED Administrator CH=Administrator,cn=users, de=gmadr2, dc=novell, de=com
afRdARS0 | ALITHFNTICATFD Administrator CH=Administratnr rn=users dr=amadr? de=novell dr=rom S

3

Figure49 - Filter [perpetrator id]="administrator' And Message="authenticated'

For details on more filter possibilities see the following document on the msdn website.
https://msdn.microsoft.com/erus/library/system.data.datacolumn.expression.aspx



https://msdn.microsoft.com/en-us/library/system.data.datacolumn.expression.aspx

Resetting the filter
To reset the filter, select the filter of (None) from the filter drop down box and then click the filter
button. The log file will be redisplayed with all lines visible.



Supported log/report file types

Opening a SLAnalyzer report
Opensa saved SLAnalyzer report and highlights issues, problems, errors, etc.

Line Time Module Meisage Comment s

3 1 A28/2023 £13:23 P Report generated by SLANalyzer Version 9.001.4, 4282

4 AQ8Z023 41323 P Mardware | Manufacturer: Dell inc.
's 'uzmuwza L] ll'llwwm .Mmt Precizion 5530
.S -m'mu-wza ] -Hlfwﬂ -IU&- 1190

7 'm-muwz: L] -HIFWN IHO’S Date- 037182021

.! -uzamzu-wza 1] -HIFUWIE -?wu-uor. AMDE

l:'f 'm-muwza P -Hlfﬂ'l'ﬂ -P"Nﬂ!wwll‘ﬂ Inteifd Famity & hModel 158 Steppin... [
0 428202341323 PM | Hardware | Processor Levet [
li'l -Mitlkﬂ [0 -leduﬂﬂ -ﬁmulocﬂ.em.mrl:m

.12 -umu;u-z: P -ledvnn -l of Processon: 12

_

Figure50- Opened SLAnalyzer report

Opening a Novell Client credential provider log
Opensa credential provider log highlighting errors, warnings, etc.

; Module Message
» ] NCCredPro
2 [NCCredPro... Logging on process ID 22240 (0xS6E0): ““LogonULexe” Mags:Ox0 ...
.3 'no.zzzzaeq .{NC(mvaou. | Loaded NCCredProvider.DLL 1.0.167.6576 (20221209 03:09) from "C:\... [
.4 ! [10:32:22.861] | [NCCredPro... | Installed client: Client for Open Enterprise Server 2 SP7 (IR1), [
.5 | [10:32:22.861) ‘[NCClthmm R g on: 10E (17763.1.amd641re.rs5_release.... [
.6 >(|032:22.&5|] [ [NCCredPro... | Loaded Windows.UlLogon.dil 10.0.17763.1217 (20201005 18:14) fro... [
‘7 .[10)2:22.8611 I[N(Cred?rom . Loaded CredProvDataModel.dil 10.0.17763,1217 (20201005 18:14) fr... '
.8 I [10:32:22.862) ‘{NCCude... | Loaded CredProvHost.dil 10.0.17763.529 (20191023 02:29) from "C:\... [
l9 'naszzz.esz] ‘[NCC:echo.x | ClogonCache:Getinstance called for the first time. [
n [13:32:22.867] | [NCCredPro.. ClogonCache:l yptoA Pa () - ret d Ox0000...
‘ 12 .(|o:3t22.868] .[NCCrecPfo._ o d0) NetG ! et d NetSetupDomai... [
. 13 | [10:32:22.868) I [NCCredPro... | IsDomainjoined( returning TRUE (Joined) for domain “CORPOOM", | v

Figure51 - Opened Novell client provider log



Opening a Novell SecretStore client debug log
Opensa SecretStore debug log highlighting errors, warnings, etc.

Line  Time Madule Message =
L Fril bun 13 10:05... sshdp_Bind =mmx Entering ssldp_Bind: time = Fri Jun 13 10:05:17 2004

2 ssldp_Bind Entry Tine Stamp = [725805]

3 | l ssidp_Bind l Exit Time Stamp = [725508)

[ ssldap_GetSend... | Entry Time Stamp = [725808]

7 | . ssldap_GetSer... . Exit Time Stamp = [T25209)

10 MES5GetServicel.. | Entry Time Stamp = [725805)

1 | lNSSSGﬂ‘Stmrﬂ--- lIFIIr = 55_nadk.g, Line = 1219] ssFiags is set to NSSS_GET_CONTEXT_F,

12 H555GetServicel.., |[File = ss_ndk.c, Line = 1223] Context is True, 1
F] — : m : il X

Figure52 - Opened SecretStore debug log

Opening a SecurelLogin Debug log
Opensa SecureLogin debug log (ssodebug.txt) for analysis. Most of theibfiitiers apply to this log
file type. Errorsyarnings,and other informational items are colorized to aid in the analysis process.

Line  Time Madule Message &

L] TO2/20/1408:54:... Brokeiint T4808: COMEROKER: GetCumventUiername

2 THO2/20/1408:54:... | Brokerdnt T4508: COMEROKER: LagErrar

2 _rp:mnm:sk... [ Erokerlnt I T4508: GetCurrentUserName finished

4 l'lﬂmfldw:s&!... lErol:mnl l T4505: COMEROKER: GetCurmrentUsername

5 l'lﬂm:ﬂc... I Erokerint I T4808: COMEROKER: LagErrar

[ .1'Dl|"l’nm:5-lc... I Erokerlnt I T4808: GetCurréntUierName finished

7 -mmnm:s-k... .Bru-ltcrhl . T4508: COMBRORER: AmlActive

8 ipmm:su... I Erckerint I EROKER_ENTRY_NOT_FOUND({-107) T4808: Active state for 1 = [not found]

9 .mzmuus;s-t-.... I Erokeilnl I T4796: COMEROEER: DoWeSSOThisPatiaim

.W -mwm:s-k... -Bruttrlﬂ . T4T%E: COMBRORER: LogErmar

1n TO2/20/1408:54:... | Brokerint BROKER_ENTRY_NOT_FOUND{-107) T47%5: DoWeSSOThisPlatforme reader_sl exe

12 -1432.1'20..1403:5#:... -Brokmnl T4796: COMEBROKEER: DoWeSSOThisPatiorm 1
L) m ] »

Figure53- Opened SecurelLogin debug log



Opening a Client Login Extension Emergency Access Debug Log
Opensa SecurelLogin debug log (ssodebug.txt) for analysis. Most of theifiiters apply to this log
file type. Errorsyarnings,and other informational items are colorized to aid in the analysis process.

Line Tme Module Message
7 TRE07/15 08:38... | EAPreLogan TLE52 Machine is & part of & domasn. Creating locsl cadhe
& THED7/15 05:38... | EA-PostLogin T1852 User information capbured.
9 TIO8071508:33... | EAPrelogin T1E52 SSPR Access - Retrieving challenge questions from the locally stored cache file
10 TIRG07/15 06:35... | EACommon T1852 Finding local cache Tile path
n TRED7/15 08:35... | EA:Comman T1852 Cache file path is cwindows\system3 Zcach e adelaidebirnh.cache 3

12 TIOB07/15 08:38... | EA:PostLogin T1852 55PR Access - Unable to read the cache file, Cache file may be corrupted or de
13 TIEE0715 08:35... l EaPostlogin 'nsszwmmg Secrets to cache file

1 TOROIISORSS. EhPologin  TISS2SSPR Acess Folal evordeeting the cache e, Emergency access vl
15 THOE/07/15 08:38... | EAPostLogin TIE5Z Used s logged in without Emergendy Acess
i THE07/15 05:38... | EA-PostLogin .1'185) Fetching Secrets from Emergency Access module
17 TI8OTN5 05:38.. . EA:Postlogin .11852 Fetching User Secrets
13 TR807/15 08:35... | EAPostLogin T1852 S5PR Access -Initialzing WebSenice

4 ] ]

Figure54 - CLE eadebug.txt file

Opening a Desktop Automation Services debug log
Opensa desktop automation services log highlighting errors, warnings, etc.

Line  Time Modiile Meisage o
1 632014 -14:35: .. loghiesiage The log level is 4,
2 B/3/2014 1 4:36:... | OXDODOOS6C isDesktopDefsult The current desktop is Winlagon
3 B3/2014-14:365: | QD0000TESY logMessage The log level is 4.
4 B/3/2014-14:35:... | QOON00TE4 I3DesktopDefault The curment desktop i Default
5 /372014 14:36:... | 0XDOD00TE DHiMain Starting ARS Client Login Extension
[ E3/2014 14:36: . | 0XDOD00TEY CHIMain Running on Windows NT/2000/500
7 eamiude. ouens  owenWWosmbtmeseesd
8 6/3/2014 -14:35:,.. | QXDO000TE4 ExtensicnEventHandler NWLG_SYNC_PWD_END event : 54 eveniType: 0 eventSubTy
9 6/3/2014-14:35:... | 0XDODOODSE loghlesiage The log level is 4,
i0 B3/201414:36: . | OxDO000 DEE [ ARSControl version 80.1.181
1n B3/2014-14:35:,.. | 000000058 CARSControl:ObjectMain ObjeciMain entered bitarting = true FID = 3476
12 B/3/2014-14:35:... | 0X00DO0DSE Create DAS CLE event in ARS Contral i
1 m L3

Figure55- Opened DAS log



Opening an ND$race file
Opensan NDSrace file and formats the data for easier viewing and processing.

Lime Tidme Mogule Mesiage i

[20160307 12:1... LDAP Z085000768 HNew TLS connedion Dxl147a380 from 10.200.34. 200044059, monitar = 9436700, §
[2016/03/02 12:1.. |LDAP: 2588501760 Monitor 092496700 initiating TLS handshake on connecion 0xl 14724350

. [2016/03/02 12:1... II.DA.F‘. 3092211456 (10.200.34, 200:44059) 0x0000:0:00) DeTLSHANd:hake on connedion 0xl 1474330

. (20160302 121 .lD.AP. 302211456 . BID il called with unknown emd 7

[20160302 12:1.-. |LDAR: 2561726208  (10.200.34. 200:440 590 L0001 0n60] DoBind on connedtion 011472350

[2016/0302 12:1... |LDAP: 2561726208 = (10.200.34. 200:44059) 00001 0e50) Bind name:cn= idvadmin, ou=sa, o=system, version
[2016/03/02 12:1... | NMAS: 2561726... 1904585 Create NMAS Session

)

2

3

4

% . (20160302 12:1.. II.D\AH 921456 . 0. 200,34, 200:440 55)10:0000:0x00) Completed TLS handshake on connection 0x1147
. 1 1 !

7

8

9

(20060302 12:1.. | NMAS: 2561726,  S190458%: Trying local password login shortout for CHsidvadmin OUssa 0= system
10 [20060302 1 2:1... | NMAS: 2551726, S190458% TCP client network address
n [2006/03/02 1.2:1... | NMAT: 2551726... | 3190458% sasUpdatelogenTimelntenval is not set (o4) inwalid, Setting to global value
12 [2006/03/02 12:1... | HMAS: 2551726... | 51904585 UpdateloginTimelnterval far abject = O mins

Figure56 - Opened ND$race file

Opening a SSPR Support Bundle

Opensa compressed SSPR support bundle package. (file:3®pBrt.zip).

In addition to opening the compressed package this option can also be used to open any of the files
contained within the support bundle (IE .log, .json, csv, txt. and .xml)

Opening a SSPR Support Bundle debug log file
Opensa SSPR debug log filighlighting erroy warnings, etc.

Line  Time Category Module Message =
DB oisor-ismzinsz oiavo  combysiored-sconstuyosded conhuraion o)

2 |2015-07-15T12:34:02Z | TRACE | pwm.Session... = GET request for: /sspr/private/config/ConfigManz

‘3 '2015-07‘15T12:34022 | TRACE pwm.Session..  processAction="generateSupportZip'

4 2015-07-15T12:3402Z | TRACE pwm.Session...  pwmFormiD="4raqrvSxVuByHeW1VEISYh6bIMUp/

s 1507151233587 [DEBUG | serverRestse..| REST WebSenvce Request: GET request or:sspr.

6 201507-15T123358Z DEBUG  serverRestSe.. pwmFormiD='4raqryScvubyHeWIVEISYhSbIMUDI
7 201507-15TI23358Z DEBUG serverRestSe.. dojopreventCache='1436963641675' (10231345
: %1 |
9

|2015-07-15T1233:56Z  DEBUG | serverRestSe... REST WebService Request: GET request for: /sspr.
A2015-07-15T12:33:SSZ 4TRACE | pwm.Session... | incremented request counter, current pwmFormiD
10 2015-07-15T12:33:58Z | TRACE utilServdetHel..  forwarding to /WEB-INF/jsp/configmanager.jsp (1
1 2015-07-15T12:33:58Z | TRACE | pwm.Session...  GET request for: /sspr/private/config/ConfigManz
12 AMIS_—(\?_JSTV)"{{'G?? .'rnAc; ‘,vw.m Goccion | GET renuact for fcnr/nrivatalconfiniConfinfditn
« »

Figure57 - Opened SSPR debug log



Opening a SSPR Support Bundle json or txt file
Opensa file of the type .json or .txt. This option will utilize th&ONog file reader to parse the
respective file.

Ol d:customer files\my sspr server\sspr-support\health.json — O X

- kem 1 "status": "WARN", "topic": "Configuration”, "message”: "Corfig_LDAPWireTrace”, "fields": [ "LDAP .- LDAP Settings - G
-tem 2 {{ "status": "CAUTION", "topic": "Corfiguration”, "message": "Config_LUsingLocalDBResponseStorage™, "fields™: [ "Modules

tem 3 "status"; "CAUTION", "topic": "Corfiguration”, “message”: "Config_UsinglocalDBResponseStorage”, "fields™: [ "Modules

-tem 4 {{ "status": "COMFIG", “topic”: "Configuration”, "message”: "Config_\WeakPassword”, "fields":[ "LDAP - LDAP Directories

-tem 5 {1 "status": "COMFIG", “topic": "Corfiguration”, "message”: "Corfig_ShowDetailedEmors”, "fields": [ "Settings - Securty — A
-tem 6 {1 "status": "GOOD", "topic": "LOAP", "message": "LDAP_OK'H

-tem 7 "status": "GOOD", "topic™: "LOAP", "message”: "LDAP_TestUserDK", "fields™: [ “default™ T

-kem 8 {{ "status": "GOOD", "topic": "LocalDB", "message": "LocalDB_OK"}

kem 9 "status"; "GOOD", "topic”: "Platform”, "message”: "Java_OK"hH

Figure58 - Opened JSON file

Opening a SSPR Support Bundle xml file
Opensa file of type .xml and will display the xml data window. This window allows you to browse the
settings defined in the xml file.

Ol D\ Custorner Files\My SSPR Server\S5PR-Support\SSPRConfiguration.cmil — O >

=)~ PwmCaorfiguration M
This corfiguration file has been auto-generated by the S5PR password self service application. WARMNING: This configu

=- gettings modify Time=2020-06-12T16:40:31Z,

- gettings modify Time=2020-06-12T16:40: 312

-setting key=template ldap. syrtax=5ELECT, syntaxVersion=0, modify Time=2020-05-21T14:32:187,

-getting key=template.storage, symtax=5SELECT, syntaxVersion=0, modify Time=2020-05-21T14.32:18Z,

-setting key=ldap profile list, syntax=PROFILE, syntaxVersion=0, modify Time=2020-05-21T14.32:187,

-setting key=ldap serverlds, symtax=5TRING_ARRAY, profile=default, syntaxVersion=0, modify Time=2020-05-21T14

-setting key=ldap serverCers, syntax=XB0S9CERT, profile=default, syntaxVersion=0, modfy Time=2020-05-21T14:32:1

-getting key=ldap proxy.usemame, syrtax=5TRING, profile=default, syntaxVersion=0, modify Time=2020-05-21T14:32

-setting key=ldap proxy password, symtax=FASSWORD, profile=default, syrtaxVVersion=0, modify Time=2020-06-12T1
ot Lauddam metCamtave sudae—CTOIME ADRAY mfla—dofab custaviiamicn—ll medifcTime- LT Y
£ >

Figure59 - Opened XML file



Opening a SSPR Support Bundle csv file

Opena commaseparated values file (csv file) and will format and display each column found.

| Line

[l l~vTalwalwn

-a.-n-.
v = o

/root/.sspr-workp

Column 1

root/.sspr-workpath/wo.

th/wo...

Column 2

log4jconfig-sample.xml|

| d.sh

/root/.sspr-workpath/wo.
. /root/.sspr-workpath/wo.
. /root/.sspr-workpath/wo.
./root/.sspl-workpath/wo,..
‘ /root/.sspr-workpath/wo...
‘ /root/.sspr-workpath/wo...

/;oov.s;pv-wovkpathmo
./loot/.sspr-workpathmo...
)root/.sspr-workpath/wo...
[ /root/.sspr-workpath/wo...

Column 3
2020-06.12

2020-06-12T14:20:422

\ commons-digester-1.8.1... | 2020-06-12T14:20:43Z

. | SSpr-server-4.5.0.1 jar
e | log4j-1.2.17 jar

| xevbn<1.2.5 jar

| Idap-201 3.0;.2&}61
. basesd-2.3.9,jar
xodus-utils-1.2.3 jar
‘ httpclient-4.5.6jar

2020-06-12T14:20:43Z
2020-06-12714:20:432

nmasclient-2013.04.26 jar | 2020-06-12714:20:42Z
converter-scalars-2.5.0.jar | 2020-06-12T14:20:43Z

2020-06-12T14:20:442
'2020-06-12114:2&432
‘ 2020-06-12T14:20:442
' 2020-06-12T14:20:43Z
'2020-06-12714:2&432

Column 4

414

146108
3639293

489884

59180

13349

472628

432295

17536

400361

767140

Column 5

BTATFSAANTAS..,
3DECIBICTEAS...

1C3DO2FBFF96...

SAF35056B4D2...

BAFE04756B46...

4A33CF318576...

S4COT2FD4FOE...

427C4DC0418B6...
6C34D1C85141..,
128DD4DEE108...

1AFES621985EF...

Figure60 - Opened csv file




Opening a AAF Database

SLAnalyzetangenerate a report of users that have enrolled AAF methods. Follow the steps outlined in
the AAF Rest section tenerate an AAF Database

Line Wser UseriD Method MethodiD Enrolled Comment =

1 2600alebl6 G111, LDAP pasiword LDAF_PASSWORD True

2 gmerris clE7ad385beB1... LDWP passwornd LDAP_PASSWORD True

3 gmorris clETadiBSbell... Password FASSWORD True Enrolled wit

L] QG C157ac3850e8L...  Securnity questio.., | SECQUEST True Enrolled wit

5 Greg l db131134477a1... SMS OTP .SMS_G'I'F True l =

L} Greg dbl31134477a1...  LDAF password | LDAP_PASSWORD True

7 MAAFUser I-IBSS-IU(J.EEI].I.._ Waice IVDIEE True IEnroItedmt

- HAAFUser 4238540¢164311... HOTP HOTP True Enrolled wit

9 HAAFUzEr 42355400060011..  5M5 QTP SM3_OTP True Enrolled wit—

i HAAFUser Ilmﬂﬂdﬁdil.._ Email OTP IEMAI_O'I'P True IEnroItedmt

11 HAAFUser 4233540064311, LDAP password | LDAP_PASSWORD True +
L m *

Figure61- Opened AAF Database

Opening a AAF Debug Log
SLAnalyzer will attempt to parse all of the AAF debug log file types.

Line  Time Maodule Message =

1 ol M2260] ssssssesssssssEs s eSS s E S ESESASEEE A

2 [201609-23 08:2.., B [ [2260] O5 Version: 5,155, Service Fackz 1.0, Build: 7601, Suite: 0100, Type: 1]

3 'pmsma 082 | ] -m [2260) Service Version: Netlq 5.4.138.0, Fatform: Windows)

4 'lama)naoe:z...'m .mpm O

5 .lmsmaj 08:2... . i -[l] [2260] Enter Card:AppConlig:loadPraducCantig)

& 'mns_oga 0&:2... . ] -EI] [2260) Enter AppConfiglommonc:|oadProductlenfig]

l? llNlG-OO-\B 0&:l... l 0] .[l.'l [2260) Leave AppConfiglommon:ioadProductConig]

8 'gamsmaj 08:2... | |0 [0 [2260] Leave Card:AppClondig:loadPraductConfig]

9 IIE-I.G-QNJ ol . ] -El] [F260] Enter Card:CardFluginc:CardPluging

0 .IH}IGW-\E 0G:2.., . %] .|]] [2260] Enter Card:OmanikeyWalcher:stan]

11 'gams.ugej 2. | ] '|;|] [2260] Leave Card:OmnikeyWatcher:start]

12 ilmsma 0&:2.., ] :[l.'l [2260] Leave Card:CargPlugin:CardPiugin] =
Ls L1l | L]

Figure62 - Opened AAF Debug Log



Opening a text file with the Generic log reader
2 KSy {[!ylfelSNIR2SayQi (1y26 K2g (2 KIFyRES
generic text.

Ot D:\Customer Files\My SSPR Server\SSPR-Support\threads.txt — O X

Save fll Analyze *=

"main” ld=1 TIMED_WAITING P
at java. base®11.0.5/@va lang Thread sleep(Natve Method)
at app//org.apache catalina.core Standard Server awanStandardServer java:570)
at app//password. pwm.onejar. lTomcatOnejarBunner startTomcat
(TomcatOne@rRunner java: 123)
at app//password. pwm.onesar. OnearMain. deployWebApp{OnemMain ava: 113)
at app//password. pwm.onejar.OnearMain.main(OnejarMain.java: 72)

"Reference Handler" 1d=2 RUNNABLE
at java.baze@11.0.5/ava lang ref Reference. waiF orReferencePendingList{Natve Method)
at java.baze®11.0.5/ava lang.ref Reference. processPendingReferences

(Reference java:241)
at java.base®11.0.5/ava lang ref ReferenceSReferenceHandler run{Reference java:213)

"Finakzer" |d=3 WAITING on java.lang.ref. ReferenceQueueSLock®65fa613a
at java.base®11.0.5/ava lang. Object wat{Native Method)
- waitng on java. lang ref ReferencelueueSLock&65fa613a

at ava. base®11.0.5/@va lang ref ReferenceQueuve. remove(ReferenceQueue java: 155)
= h:uz.n.ﬁ}" in tu"r:u: lsrmm raf nmm-.gug wuﬂnn{ﬂgm T -I-I'CE TR hd

Clicking the Analyze button wilpenlog (text file) and tghlights warnings, errors, etc.

Line Message Comment ~
b “main” ld=1 TIMED_WAITING
2 at java.base@11.0.5/java.lang.Thread.sleep(Mative Method)
3 at app//org.apache.catalina.core.StandardServer.await(StandardServer,java:570)
4 at app//password.pwm.onejar.TomcatOnejarRunner.startTomcat(TomcatOnejarRu..,
5 at app//password.pwm.onejar.OnejarMain.deployWebApp(COnejarMain.java: 113}
& at app//password.pwm.onejar.OnejarMain.main(CQnejarMain.java:72)
7
8 "Reference Handler™ ld=2 RUNMAELE
9 at java.base@11.0.5/java.lang.ref.Reference.waitForReferencePendingList(Mative ...
10 at java.base@11.0.5/java.lang.ref.Reference.processPendingReferences(Reference...
11 at java.base@11.0.5/java.lang.ref.ReferenceSReferenceHandler.run(Reference java...
12
13 “Finalizer” |d=3 WAITING on java.lang.ref.ReferenceQueueslock@65fak13a W

Figure63- Log file opened with the generic log reader



Openng aCommaSeparated Values (CS\ije
Opensa csv file highlighting any errors, warnings, etc.

When loading a cdiile, typically the first line of the file provides the column names. SLAnalyzer will
prompt the user if they want to use the first line as the column header names or to assign default
column names. Answering No will display

Column 1, Column 2, etc...

Custom CSV file detected. Would you like to use the first line for the
column header names?

Figure64 - CSV header prompt

“MNo.” “Source” “Drestination” “Protocol” “Info” =
: | 192168329 192.168.3.174 € Obtain File or SubDirectory Information =
2 192.168.3.174 192.168.3.29 MNP R OK
-3 :192.165.329 :192.168.3.11'! :NCP .E Obtain File or SubDirectory Information
4 192.168.3.174 192.168.2.29 MNCP R QK
-S .].92.163.3.29 .192.163.3.1?4 lNL‘.ll .( Open or Create File or Subdirectory: 5¥5/n
-6 :192.168.3_1711 :192.168.329 :NCP :R QK
7 192,168.3.29 192.168.3.174 NCP € Obtain File or SubDirectory Information
8 .192.163.3.111 .192.163.3.29 lNCll .R QK
:Q‘ 192.168.3.29 192.168.3.174 jNI:P il: Read a File
10 192.168.3.174 192.168.3.29 TCR [TCP segment of a reassembled PO
1 -192.163.3.1?1 -192.168.3.29 .T(I‘ [TCP segment of a reassembled PDU]
‘ 12 107 142 3 1'.;; [107 1823 70 ltre |1e0 canment nf 2 reascemhled B0 N "

Figure65- Opened csv file



Opening a JSON formatted file (JSON)
If the content of the log file is determined to be JSd#¥h, the JSON data window will display the
formatted data.

ol di\customer files\.my sspr server\sspr-support\health.json - O >

-tem 1 "status”: "WARN", “topic": "Configuration”, "message”: "Corfig_LDAPWireTrace”, "fields™: [ "LDAP - LDAP Settings - G
-tem 2{{ "status"; "CAUTION", "topic": "Corfiguration”, "message”; "Config_UsinglocalDBResponseStorage”, "fields™: [ "Modules

-tem 3 {{ "status": "CAUTION", "topic": "Corfiguration”, "message": "Config_LsingLocalDBResponseStorage™, "fields™: [ "Modules

-tem 4 {1 "status": "COMNFIG", “topic": "Configuration”, "message”: "Config_\WeakPassword”, “fields": [ "LDAP - LDAP Directores

tem 5 {1 "status": "COMFIG", “topic": "Corfiguration”, "message”: "Corfig_ShowDetailedEmors”, "fields™: [ "Settings - Securty — A
-tem 6 {{ "status": "GOOD", "topic": "LOAP", "message”: "LDAP_OK'H

-kem 7{{ "status": "GOOD", "topic": "LDAP", "message": "LDAP_TestUserOK", "fields™: [ “defaut" [}

-tem & {{ "status"; "GOOD", "topic”: "LocalDB", “"message": "LocalDB_OK'H

-tem 91 “status": "GOOD", "topic™: "Platform”, "message”: "Java_OK'})

Figure66 - Formatted JSON data window

Opening an XML formatted file (XML)
If the content of the log file is determined to be Xktita,the XML data window will be displayed with
the formatted data.

Ot D\ Customer Files\My SSPR Server,SSPR-Suppert\SSPRConfiguration.cml — O >

=)~ PwmCorfiguration ~
This corfiguration file has been auto-generated by the 55PR password seff service application. WARMING: This configu

=- settings modify Time=2020-06-12T16:40:312,

- gettings modify Time=2020-06-12T16:40: 312

-getting key=template ldap, symtax=5ELECT, symtaxVersion=0, modify Time=2020-05-21T14:32:187,

-setting key=template storage, symtax=5ELECT, syntaxVersion=0, modify Time=2020-05-21T14.32:187,

-setting key=ldap profile list, syntax=PROFILE, syrtax\ersion=0, modify Time=2020-05-21T14.32:187,

-getting key=ldap serverlis, syntax=5TRING_ARRAY, profile=default, syntaxVersion=0, modify Time=2020-05-21T14

-setting key=ldap serverCens, syntax=X303CERT, profile=default, syntaxVersion=0, modfy Time=2020-05-21T14:32:1

-setting key=ldap proxy usemame, syrtax=5TRING, profile=default, syrtaxVersion=0, modify Time=2020-05-21T14:32

-getting key=ldap proxy password, symtax=PASSWORD, profile=default, syntaxVVersion=0, modify Time=2020-06-12T1
et Lar—ldan et nmtavte oudav—CTEIME ADELY mefla-dofa b oustaviiamicnoll medfTima- FHLIE21T Y
£ >

Figure67 - Formatted XML data window

Note: XML files can include additional support modules. When opening an XML file that links another file
(dtd) if SLAnalyzeis unableto locate thespecified file it will present an error message to the uséio
open this xml file, face a copy of thenissingdfile in thepath specified



Opening a HyperText Markup formatted file (HTM/HTMULURL)
SLAnalyzer will detect HTML files when they have the file extension ohtrtvhor url. The file will be
opened with the builin internal web browser control.

ol Novell SecureLogin TSE Guide (SLAnalyzer) - [} X

Links Downloads Developertools Browser Tasks Zoom  Clear cache

Go ‘ﬁ\e'f//D,/glﬁndki‘t/pmduc{s/neveﬂmovdl"&Z{)&nge?‘.Z{higmn7‘.205ndTQDsemlelogin/securdoghAmubleﬁ'\om/ndex html

Novell.
SecureLogin TSE Guide

O

Product Information

o What is Novell SecureLogin?

Installation

To install and configure Novell SecureLogin the following activities must occur in sequence.

1. Prepare the destination for use with SecureLogin ~

Figure68 - Opened html file

Note that some URL files created with old browsersxanédata files that reference content on a web
server. These types of URL files will be opened as a text file and not as a website.

Opening a ZEN message log
SLAnalyzer will detect ZEN message logs. It will display the information in proper columns, automatically
build module filters, and highlight errors and other conditions.

Line Category Time Num Service SvdD Columné Modul ~
;
i 2 TRACE [10/31/2016 11:... | [11638] [ZENService] [114251) 0 [Quickd
3 FD!BUG . {10/31/2016 11:... ! {11638] | [ZENService] [114251) ] [ [Regist
4 >DEBUG ' {10/31/2016 11:... ' 11638} ‘ [ZENService] { 114251} | 1} [ [Regist
5 .DEBUG . {10/31/2016 11:... . 11638) [ZENService] [114251] . ] | [Regist
6 'DESUG f {10/31/2016 11:... hlm | [ZENService] | [114251) 1] | [Regist
8 DEBUG [10/31/2016 11:... (11638} {ZENService] 114251} ] [Regist
DEBUG . 10/31/2016 11:... | {11638} [ZENService] 114251} 1] [Regist
10 .DEBUG | [10/31/2016 11:... | {11638} | [ZENService] | [114251) | ] | [Regist
n -DIBUG . 10/31/2016 11:... . 11638] | [ZENService] | [114251) | ] [ [Regist
12 'DEBUG ‘ {10/31/2016 11:... ‘ 11638} . [ZENService] | 14251} | 1} [ [Regist _
« m L}

Figure69 - Opened ZEN message log




Opening a HAR log file

HAR log files are created by browsleweloper tools option (F12 key in most browsers). Starting with
version 9.0 oSLAnalyzethe internal browser is Chromium based and includes the developer tools
option.

ol OpenText | Information Management Solutions (SLAnalyzer)

Links Downloads Dwelopertoolsl Browser Tasks Zoom  Clear cache

Back Go |https //www opentext.com/

A Har log is gext-basedfile that lists the request/reply information that occurred during that browser
session.

[ R S S e N N e S R S

Under the entries section of the file are the packets captured during the browser session.

Expand each request/reply structure by clicking the + symbol at the beginning of the line.

+)- pageref N
=
4 { "method™: "GET", "Ld". "hitps.//abs twimg com/emoj/v2/ T T2/2611 png". "HipVersion™ "Mtp/20°. "headers™ [ { "name™ "Re
response
+- " _emor”: nudll
+- " transferSize™ 0
+- “bodySize™: 0
—) “cortent™ { “size”: 524, "mmeType" “mage/png”, Tent”: IVBORWOKGGOAAAANSUREUGAAAEGAAABICAMAAABMON1AAAARVE
=} contert
+-{ "size™ 524, "mmeType™ “mage/png”. “text”™: TVBORWOKGGoAAAANSUREUGAAAEGAAABICAMAAABIMON 1AAAARVEBMY
¥ “cookies™: [J
¥ "headers™ [ { “name”: “acceptranges”, “value™ ‘bDytes” ), { “name™ “accesscontrolallowongin®, “vake”: ™" ), { “name”
- "headersSize™ -1
+- "hitpVersion™: "hitp/2.0
L1 “rackeant! 101 * 7
< >

The HAR file display in SLAnalyzer has a couple of features to allow for:

1 Replaying packet
1 Viewing content returned by server
M Downloading content returned by server




Replaying a HAR file packet
To replay a packet, expand the desired request/reply packet and then right click on the header
GNBljdzSadéd ¢KS YSydz gAff RAALI @ (GKS 2LIA2Yy awSLX

B Copy "https://abs v
re Find
Expand All
Collapse All
View Line 4 "'mimeType
Save All “mime Type™: "
Replay

TEREEdErE T T ' "acceptran
[~ "headersSize": -1

When replaying a request, SLAnalyzer will prompt for the destination server. The original server is listed
but this can be changed to point to a different server.

Ol Enter new host X

Host
|https .//aa cybemesdev.com:443

Coc ]

Accepting the host listed simply replays the packet to the original server. By entering a new server then
this same packet will be sent to the server defined.

After selecting the desired host, SLAnalyzer will allow the user to modify the headers and other
parameters for the call.



Ol Packet Replay Data _ 0 %
[a)
method |GET
url |h'tlps -//aa.cybemesdev .com/api/v1/categories Aogin_session_id=JJhFvflU4M4Pplu ‘_
postData:
averySting:
name | login_session_id |
value JJhFvfU4MA4PpluV/SqXL0s Yima5LxNemA |
name | tenant_name |
value [GMORRISDEV |
headers: T
v

Click the Ok buttomt the bottom of the pagd¢o send the packet defined to the specified host.

After the packet has been sent then SLAnalyzer will prompt if the user would like to save the response
to a file.

SLARnalyzer

Would you like to save the results to a file?

"

Clicking Yes will display a file browser to save the information/data that was returned by the server. In
this example the original request was for an image (phigg filename in the original request is
automatically populated into the File name field.



Ol Save As X

YN <« Windows (C:) » NSLFiles » v 0 ) Search NSLFiles
Organize = New folder == - e
‘ Downloads " Name Date mcd-lffls-d A
J’ Music Ol slanalyzer.properties 5/1/2023 12:09 PM
&= Pictures ot Configuration Report All Friday, April 28, 2023 4.13.19 PMitxt  4/28/2023 4:13 PM
B Vvideos ol gpresult.xml 4
% Windows (C:) O SLAnalyzerDownloadManager.exe 4 v
NATA 7N v € ¥
File npame: | IAS_AA_100.png -
Save as type: R
~ Hide Folders Save Cancel
If there was no content or if the user has clicked no to savedbponsethen a new window will be
displayed showing the packet request/reply data.
Ol Packet Data — O X
+- "Request™: { "URL": "https://gmomis-aaf63.aaf test th 44 3/static/assets/img/misc/IAS_AA_100png"”, "Desc”: "Server: hitps://gmonis-
+-"Reply": { "Status™: { "HTTPStatus™{ “"m_HttpResponseHeaders™: [ "Connection”, " Strict-Transport-Security™, “Conte
< >

Viewing content from HAR file

If the HAR file was saved witbntent,then in the reply packet the returned information would have
captured the response data. This in most cases is an image or some type of script. Expand the Reply
LI O1 S0 dzyGAft e2dz aSS GKS KSIFRSNI aO2yiSyiéo



wAIKG Ot A0l 2y GKS KSFRSNJI aO2y(iSyié

SLAnalyzer will then extract the content from the HAR file and display the data.



































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































